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The effective administration and enforcement of immigration, refugee, citizenship 
and passport law in Canada is important to: preserving the integrity of Canada's 

im mmigration, refugee, citizenship ink Mél programs and —— and 
Se ig the health, safety and security of Canada. The partnership and strong 
corporate relations between IRCC and the RCMP are vital to ensuring the 
understanding and the effective administration and enforcement of the Immigration 
and Refugee Protection Act (IRPA), the Citizenship À Act, the law of Canada respecting 
passports or other travel documents and other Acts of Parliament with provisions 
relating to immigration, refugees iind citizenship matters. 


immigration, Refugees and Citizenship Canada is responsible for facilitating the 
arrival of people and their —— into Canada in a way that maximizes their 
contribution to th Ty ting the health, S and — of 
Canadians. Th rtm ent also: maintains Canada's humanitarian tradition by 
protecting refugees and people in need of protection; promot the rights and 
responsibilities of Canadian citizenship; facilitates international travel and entry 
Canada for eligible Canadians, Permanent Residents and Protected Persons 
through the issuance of secure, globally recogrized travel documents;and 
facilitates increased intercultural understan dius E foster an ee society with 
equal opportunity for all, | regardless of race, ethn These objectives 
are achieved through the administration of the IRPA, th the Nonae of Citizenship 
and Immigration Act the use and Refugee Protection Regulations, the Citizenship 
Act, the law of Canada respecting passports or other travel documents and the 
Citizenship Regulations. 


2.2 Under the authority of the RCMP Act and RCMP Regulations and common law 
powers, the RCMP enforces federal, provincial, and municipal laws, collects 
criminal intelligence, secures Canada's borders between official ports of entry and 
ensures the safety of major events, state p dignitaries and foreign missions. 
The RCMP is also charged with ting Canada’ S s institutions and national 
security by preserving public safety and the integrity of Canada' itical an 
economic systems. Under its federal | policing mandate, the RCMP investigates 
serious and organized crime, financial crime, and criminal activity related to 
national security. Legislated nae to conduct these investigations is derived 
from a number of acts; key among these are the Criminal Code, Security Offences Act 
and Security of Information Act. Within this context, the RCMP maintains, or 
has access to, national data repositories and national databases that include 
tingerprints, criminal records, the Canadian Police information Centre (CPIC) an 
the Automated Criminal Intelligence Information System. 
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this Memorandum of Understanding (MOU) is to establish, in 

rms, the basis for Ce and coordination between the Participants, 
— their respective roles and responsibilities, as it relates to managing entry to 
Canada; preventing inadmissible persons from remaining in Canada and 
Dole prohibited individuals from acquiring Canadian citizenship or 


travel documents. This includes: 


" information and intelligence sharing; 
» ensuring information protection; 
“ effective communication; 


intelligence: 

= investigating and, when appropriate, referring for prosecution offences contrary 
to the IRPA, the law if Canada respectin rte d 
and the Men n and; 


The Participants will oversee their responsibilities under this MOU by means of a 
National Joint Committee (NJC). The NJC will be comprised of representatives of the 
RCMP and IRCC as follows: 

a. Assistant Pini Min 


ister, ot IRCC 


Policin, g, RCMP 
c. Associate Assistant Deputy Minister, Operations, IRCC 
d. | Assistant Commissioner, Forensic Science and Identification Services, 
Specialized Policing Services, or delegate, RCMP 
Director General, Integrity Risk Guidance Branch, IRCC 
IRCC and RCMP representatives as identified by (a) and (d), including 


regional representatives. 


CAE id 


no less than once every MEE (12) months and more often if necessary. 
Ihe NJC is charged with grammatic, legal and policy issues as they 
relate to the term The Participants' roles and responsibilities, 
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either joint or individual, are listed in the NJC’s Terms of Reference. 


8. PRINCIPLES 


5.1 


The Participants mutually accept the guiding principles of this arrangement, 

specifically: 

a) striving for excellence in the working relationship between the 
Participants; 

b) continuously seeking to improve relationship and client service through te 
effective use of human resources and technology, effective performance 
measurement, theuseofservice standards and accountability framework and 
risk management strategies; 

c) as per the Terms of Reference, the NJC will review and evaluate the activities 
being carried out under the purview of the MOU; and 

d) consulting each other in the development and implementation of policies, 
programs, operations or legislation that could affect cooperation between 
the Participants and the fur his MOU by identifying and 


iction of th 
rting issues that may require mutual resolution. 


6.1 Unless otherwise specified, both Participants will bear their respective costs 


incurred asa result of carrying out their respective responsibilities identi 
this MOU and work cooperatively and supportively in assessing the financial 
implications that changes to Government policies or practices may have on their 
organization. 


Fe 


7.1 This section outlines the principles that will govern access, collection, use, 
disclosure, retention, and disposition of information including personal 


information by staff of the Participants for purposes related to tl is? 


7.2 . Personal information will be used ina manner consistent with the reason for 
which itwas collected unless otherwise sinn by law. Procedures with 
respect to the collection, use, disclosure, retention and disposal of personal 
information will conform to the Access to Information Act, the Privacy Act, the 
Library and Archives of Canada Act, the Government of Canada Security Policy, the 
Treasury Board policies or directives on the sharing of personal information, the 
SIUE Charter - d dd and Freedoms, and any other applicable federal laws or 


= S & 
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7.5 Each Participant will ensure that the appropriate security provisions are included in 
the annexes and any related appendices and that the standards and requirements of 
the Policy on Government Security and the Operational Standard for the Security of 
Information Act and any other applicable laws or policies are met. 


7.4 The information received by the collecting Participant under this MOU will not be 


provided to a Third Party except where authorized or required by law. 


7.5 


this MOU a and l the accompanying annexes and pris would likely be 
hird Party" pesi a security, dau policy, or other 


inconsistent with "Thi 
interests, it may either decline to dudit th 
in part or offer to provide the inf 

and conditions as it may specify. The Participant requesting the information or 
intelligence intend to comply with such terms and conditions as a condition 
precedent to its being provided. 


76 Inthe event that a Participant receives a request under the Privacy Act or the Access to 
Information Act to disclose information supplied by the other Participant, it will notify 
the other Participant and process the request in accordance with the law. 


7.7 Where either Participant is subject to a subpoena or other court order with regard to 
information supplied by the other Participant, the Participant in receipt of the 
subpoena or other court order will notify the other Participant as soon as possible, 


and provide details of the information to which it refers. 


Executive Director, 
Federal Policing Strategic Policy and External Relations 
73 Leikin Drive, Ottawa, Ontario 


For th 


Director General 
un gration Pr Ogram Guidance 
365 Laurier Avenue West, Ottawa, On 


8,1 Pursuant to Section 6(2) of the Privacy Act and in accordance with the MOU, each 
Participant will take all reasonable steps to ensure the completeness, accuracy and 
timeliness of the personal inf 


8.2 Each Participant will notify the other, in writing within a reasonable time, if it 
becomes aware that the information shared is not accurate, complete, and up-to-date, 
and will take all reasonably available steps to amend the information. 
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8.3 Each Participant intends, with respect to Personal Information that is under their 
control, to respond to requests from individuals to access and correct their Personal 
Information. Each Participant intends to notify the other Participant of the request 
and the corrected information. Each Participant also intends to respect each other's 
revisions to the information. 


84 Information may not be edited, or otherwise modified unless directed or authorized 
by the Participant providing the inform 


The Participants intend to follow the TBS Guidelines for Privacy Breaches as well as the 
p CHIBpHSREd by their là legislation, policies, and guidelines in order 


9.2 A Participant becoming aware of a Privacy Breach will: 
a) follow the processes established by its policies to manage ar 
Privacy Breaches; 


id respond to 
b) imn tify nt and provide details regarding the 
circumstances of the Privacy Breach; i 

c) birds the Privacy Breach and tio its findings and any remedial 

. actions taken to the other Participant within a reasonable time. 


9.3 A Participant notified of a Privacy Breach may: 

a) review the steps taken or proposed by the other Participant to address the 
prey Breach and prevent a recurrence of it; 

b) request the other Participant take specific steps to address the Privacy Breach 
or prevent a recurrence of it; 

c) suspend the shai rin rm nation u 
has complied with thi 
other if considerin 


this course of action. 


94  Ifthe Participants disagree on the steps to be taken to mitigate the consequences of, or 
prevent recurrence e of, a Privacy Breach, the Participants will follow the Dispute 
Resolution of this M 


Annexes and Appendices comprise an Mecum part of this M 
full force and effect of any other part of this M 
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the subject matter in each Annex. 
New Annexes and/or sub-arrangements may be developed as required at any time 
with the approval of the NJC. Such arrangements will be consistent with the 
provisions set out in this MOU and, in the case of a dispute, the national MOU will 
take precedence. 


articipants will retain signed original copies of these arrangements for 
inclusion in their respective a management repositories. 


As the passport functions continue to be integrated in IRCC over time, any relevant 
pre-existing passport arrangements or agreements and subsidiary activity will be 


progressively integrated within the scope and framework of this MOU. 


In the event of a dispute arising from the interpretation or operation of this MOU, 

including the attached Annexes, the Participants will endeavor to jointly resolve 

the matter at the lowest administrative level possible. In the event a resolution is 

not reached at the lowest possible level, the matter will be referred to the next 

level up until there is resolution. In the event of a failure to resolve a 

cisagieement at the level of the NIC, the Participants will refer the matter to the 
gnatories of this arrangement. 


Th sume any and all costs, damages or awards imposed against the 
RCMP bul the RCMP or its representative was negligent or reckless in its actions, 
pursuant to this MOU. Save and except where the RCMP was negligent or reckless in 
its actions, IR CC will feimburee the RCMP for any and all costs, damages and awards 
MP curred as a result of the RCMP's participation in 


MOU and its related annexes and any appendices may be amended at any 
time, with the mutual consent of the Participants. 


An amendment to th 
this MOU. 


is MOU must be in writing and signed by the signatories to 


Amendments to an Annex or appendix must be in writing and si 
Annex or appendix. Amendments to the An 


iex or appendix 


7 


000007 


Immigration, Refugees Immigration, Réfugiés 
i + il and Citizenship Canada et Citoyenneté Canada 
Information disclosed under the Access to Information Act 
L'information divulguée en vertu de la loi sur l'accés à l'information 


Protected A 


may not change the intent and scope of this MOU without the consent of the 


13.4 Both h Participants intend to notify each other in writing should any re 


legislative or policy changes likely affect this MOU. 


gulatory, 


Chis M igned by the last of the —— 
Anneks ane appendices to this MOU a are effective from their date of signing 


| remain in 


14.2 is MOU — and — the 2012 MOU. Ann 


effect, as integral part of this MOU, until 


14.5 This MOU and its annexes are subject to a review every five years and the first 
review will commence five years from the date of signing, or by mutual 


acceptance of the twosignatories. 


15.31 This MOU can be terminated in one of the rhin n — 


a) ata ny tm 


b) by either Participant's signatory by providing at least thr 
in — or 


m this? MOU, and having followed th 
provisions in Section 11. 


15.2 The Participants understand that their virus Spip to protect and maintain the 
integrity of the inform 


000008 


Immigration, Refugees Immigration, Réfugiés 
i + il and Citizenship Canada et Citoyenneté Canada 
Information disclosed under the Access to Information Act 
L'information divulguée en vertu de la loi sur l'accés à l'information 


Protected À 


was signed in duplicate, each copy being equally authentic. 


For Immigration, Refugees and Citizenship Canada: 
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la « GRC »). 


Collectivement appelés les « participants » 
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L'application et l'exécution efficaces des lois sur l'immigration, les réfugiés, la 
citoyenneté et les passeports au Canada sont importantes pour préserver l'intégrité 
des programmes d'immigration, des réfugiés, de la citoyenneté et des passeports 
du Canada et pour maintenir et protéger la santé ainsi que la sécurité des 
Canadiens. Le partenariat et les liens organisationnels solides entre IRCC et la GRC 
sont essentiels pour assurer la compréhension ainsi que l'administration et 
l'application efficaces de la Loi sur l'immigration et la protection des réfugiés (LIPR), de 
la Loi sur la citoyenneté, de la loi du Canada en matière de passeports ou des autres 
documents de voyage, ainsi que de toute autre loi du Parlement comprenant des 
dispositions relatives à l'immigration, aux réfugiés et à la citoyenneté. 


2.1 Il incombe à IRCC de faciliter l'arrivée des personnes et leur intégration au Canada 
de manière à optimiser leur apport au pays tout en protégeant la santé des 
Canadiens et en assurant leur sécurité. Le Ministère doit aussi : maintenir la 
tradition humanitaire du Canada en protégeant les réfugiés et les personnes ayan 
besoin de protection; promouvoir les droits et les responsabilités rattachés à la 
citoyenneté canadienne; faciliter les voyages internationaux et l'entrée au Canada 
pour les Canadiens, les résidents permanents et les personnes protégées 
admissibles en délivrant des documents de voyage sécurisés et reconnus à] 
mondiale; et accroitre la compréhension interculturelle afin de permettre le 
maintien d'une société intégrée qui offre des chances égales à tous, peu importe la 
race, l'origine ethnique ou la religion. Ces objectifs sont atteints gráce à 
l'administration de la LIPR, de la Loi sur le ministére de la Citoyenneté et de 
l'Inmigration, du Réglement sur l'immigration et la protection des réfugiés, de la Loi sur 
la citoyenneté, des lois du Canada régissant les passeports ou tout autre document 
de voyage, ainsi que du Règlement sur la citoyenneté. 


# 


ëch 


2.2 Aux termes de la Loi sur la GRC et du Règlement sur la GRC, ainsi que des pouvoirs 
conférés par la common law, la GRC applique la législation et la réglementation 
fédérales, provinciales et municipales, recueille des renseignements sur les activités 
criminelles, sécurise les frontières du Canada entre les points d'entrée officiels et 
assure la sécurité lors d'événements majeurs et pour les représentants de l'État, les 
dignitaires et les missions étrangères. Il incombe également à la GRC de protéger 
les institutions du Canada et d'assurer la sécurité nationale en protégeant le public 
et en préservant l'intégrité des systèmes politiques et économiques du Canada. En 

rtu de son mandat de police fédérale, la GRC enquéte sur les crimes graves et les 
activités Iiées au crime organisé, les crimes économiques et les activités criminelles 
rattachées à la sécurité nationale. Un certain nombre de lois confèrent à la GRC le 
pouvoir de mener ces enquétes, notamment le Code criminel, la Loi sur les 
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infractions en matière de sécurité et la Loi sur la protection de l'information. C'est dans ce 
contexte que la GRC tient et consulte des bases de données et des dépóts nationaux 
qui contieni i 


ent, entre autres, des empreintes digitales et des casiers judiciaires, et 
elle a accés au Centre d'information de la police canadienne (CIPC) et au Système 


automatisé de renseignements sur la criminalité (SARC). 


3.1 Le présent protocole d'entente (PE) vise à établir, en termes généraux, le fondement de 
la coopération et de la coordination entre les participants, y compris leurs róles et 
responsabilités respectifs pour ce qui est de gérer l'entrée au Canada, d'empécher les 
personnes non admissibles à demeurer au Canada, et d'empêcher les personnes 
interdites au Canada d'obtenir la citoyenneté canadienne ou des documents de voyage. 
Cela comprend : 


le maintien ide la Tire des renseign 


“ la communication efficace; 
RCC, d'empreintes digitales dans le dépôt national 


* la tenue, pour les besoins d'If 
d'empreintes digitales; 

* la dactyloscopie et le filtrage, au besoin, d'étrangers ou de résidents perman 

a l'établissement, l'analyse et la diffusion de renseignements en matière 
d'immigration et de citoyenneté; 

a la réalisation d'enquêtes et, au besoin, le renvoi de cas devant faire l'objet de 
poursuites relativement à des infractions à la LIPR, aux lois du Canada en matière 
de passeports ou d'autres documents de voyage et à la Loi sur la citoyenneté; 

« le soutien des activités de citoyenneté et d'engagement civique d'IRCC comme la 

présence de la GRC aux cérémonies de citoyenneté. 


ers: 


OUVERNANCE 


4.1 Un Conseil national mixte (CNM) supervisera les responsabilités attribuées aux 
parnnpani en vertu du présent PE. Le CNM est composé de représentants de la GRC 


, Opérations, IR 
b. directeur exécutif, Direction des politiques stratégiques et des relations 
extérieures, Police fédérale, GRC: 
c. sous-ministre adjoint délégué, Opérations, IRCC; 
d. commissaire adjoint, Services des sciences judiciaires et de l'identité, Services 
de police spécialisés, ou délégué, GRC; 
directeur général, Direction générale de l'orientation sur les risques, IRCC; 
f. représentants d'IRCC et de la GRC désignés par les titulaires des postes 
indiqués aux puces (a) et (d), y compris des représentants des régions. 
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tiendra des réunions dans les trois (3) mois suivant la signature du protocole, 
au moins tous les douze (12) mois par la suite et plus fréquemment au besoin. Il 
incombe au CNM d'examiner les enjeux liés aux programmes, aux lois et aux 
stratégies dans la mesure oü ils se rapportent aux termes du PE. Les róles et 
responsabilités des participants, qu'ils soient communs ou individuels, sont 
énumérés dans le mandat du CNM 


Les participants convient 
entente, soit: 

a) viser l'excellence dans les relations de travail entre les participants; 

b) ao er r continuellement à améliorer le partenariat et les services aux clients, 
en utilisant efficacement les ressources humaines et la technologi 
mesurant Ds le rendement et en faisant appel à des normes de 
service, à un cadre de responsabilisation et à des stratégies de gestion du 


ient mutuellement des principes directeurs de la présente 


rmément au mandat, examiner et évaluer (CNM) les activités menées 
relevant du PE; 
d) se consulter mutuellement pour élaborer et mettre en ceuvre des politiques, 
des programmes, des activités ou des lois qui pourraient avoir une incidence 
sur la collaboration entre les participants et la fonction du présent PE, et 


ignaler les enjeux pouvant nécessiter une résolution mutuelle. 


SITIONS FI 


LES 


Sauf indication contraire, les deux participants assument les coûts respectifs engagés 
en conséquence de l'exécution de leurs responsabilités respectives dans le cadre du 
présent PE et ils travaillent de façon coopérative et constructive lorsqu'ils évaluent les 
incidences financières que les changements apportés aux politiques ou aux pratiques 
du gouvernement peuvent avoir sur leur organisme., 


Cette section présente les principes qui régiront la collecte, l'utilisation, la 
communication, la conservation et l'élimination des renseignements, y compris les 
renseignements personnels, par le personnel des participants, et ce, à des fins liées au 


présent PE. 


ements personnels sont utilisés conformément aux fins auxquelles ils ont 


été recueillis, sauf disposition législative contraire. Les procédures de collecte, 


Les renseign 


Fy" 
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d'utilisation, de divulgation, de conservation et d'élimination des renseignements 
personnels doivent étre conformes à la Loi sur l'accés à l'information, à la Loi sur la 
protection des renseignements personnels, à la Loi sur la Bibliothèque et les Archives du 
Canada, à la Politique sur la sécurité du gouvernement du Canada, aux pon ou 
aux directives du Conseil du Trésor sur l'échange de renseignements personnels, à la 
Charte canadienne des droits et libertés et à toutes les autres lois et politiques 
fédérales applicables à la gestion de l'information. 


7.3 Chaque participant veille à ce que les dispositions de sécurité appropriées soient 
incluses dans les annexes et tous les appendices connexes. Il veille aussi à ce que les 
normes et exigences de la Politique sur la sécurité du gouvernement et à ce que la 
norme opérationnelle de la Loi sur la protection de l'information et toutes les autres lois 
ou politiques applicables soient respectées. 


74 Le participant qui reçoit des renseignements en vertu 
pas à un tiers, à moins que la loi l'autorise ou l'exige. 


du présent PE ne les transmet 


75  Siun participant estime que l'application de toute disposition du présent PE et de ses 
annexes et appendices risque de compromettre des liens avec des tiers, la sécurité, 
l'intérét public ou d'autres intéréts, il peut refuser de fournir la totalité ou une partie 
des renseignements ou accepter d'en fournir une partie ou la totalité, sous réserve des 
conditions qu juge bon d'imposer. Le participant qui demande de l'inform 
des renseignements a l'intention de se conformer auxdites modalités avan 


information ou les renseignements soient fournis. 


76 . Siun participant reçoit une demande aux termes de la Loi sur la protection des 
e personnels ou de la Loi sur l'accès à l'information pour la divulgation 
d'information fournie par l'autre participant, il doit en aviser l’autre participant et 
traiter la demande conformément à la loi. 


7.7 Lorsque l’un ou l'autre des participants est assigné à comparaître ou soumis à 
quelque autre ordonnance d'un tribunal concernant de l'information fournie par 
l'autre participant, le participant assigné à comparaitre ou soumis à l'ordonnance du 

unal doit en aviser l'autre immédiatement et lui fournir des précisions sur 
rmation en question. 


Directeur exécutif 
Direction des politiques stratégi 
73, promenade Leikin, Ottawa (On 


Directeur général 
Direction générale de l'orientation du programme d'immigration 
365, avenue Laurier Quest, Ottawa (On 
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81 Conformément au paragraphe 6(2) de la Loi sur la protection des renseien 
personnels, et en conformité du PE, chaque participant doit prendre toutes les mesures 
raisonnables pour veiller à ce que les renseignements personnels soient complets, 
exacts et à jour. 


82 Chaque participant doit aviser l'autre, par écrit et dans un délai raisonnable, s'il se 
rend compte que les renseignements échangés ne sont pas exacts, complets ou à jour, 
et il doit prendre toutes les mesures raisonnablement mises à sa disposition pour 
modifier lesdits renseignements. | 


8.3 


Chaque participant a l'intention, en ce qui concerne les renseignements personnels 
qui sont sous son contróle, de répondre aux demandes de personnes qui souhaitent 
gnements personnels et les corriger. Chaque participant a 


de 


corrections. Chaque participant a également l'intention de respecter les révisions 
P 


l'information apportées par l'autre. 


8.4 Les renseignements ne peuvent pas étre modifiés ou autrement altérés, à moins que le 
participant qui les fournit ne donne des directives ou n'accorde une autorisation par 
écrit en ce sens. 


TTEINTE 
9.1 Les participants ont l'intention de respecter les Lign 
vie privée du Secrétariat du Conseil du Trésor (SCT 
dans le cadre de leurs politiques, législation et lignes directrices respectives pour 


veiller à ce qu'il n'y ait pas d'atteintes à la vie privée. 


9.2 Un participant qui est mis au fait d'une atteinte à la vie privée doit: 
a) suivre les processus établis par ses politiques afin de gérer cette atteinte à la 
vie privée et d'y donner suite; 
b) aviser immédiatement l'autre participant et fournir des détails sur les 
circonstances entourant l'atteinte à la vie privée; 
c) enquéter sur l'atteinte à la vie privée et présenter à l'autre participant, dans un 
délai raisonnable, ses conclusions et les mesures correctives prises. 


9.3 Un participant informé d'une atteinte à la vie privée peut : 
a) examiner les mesures prises ou proposées par l'autre participant en vue de 
remédier à l'atteinte à la vie privée et d'empécher qu'elle ne se reproduise; 
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b) demander a l'autre participant de prendre aes mesures particulières pour 
remédier à l'atteinte à la vie die ou empécher qu'elle ne se reproduise; 

c) suspendre l'échange de renseignements tant qu'il ne sera pas satisfait que 
le autre participant s'est gnlon aux dispositions du présent PE. Le 
participant doit informer l’autre participant s'il envisage de recourir à cette 
mesure. 


9.4 Si les participants ne s'entendent pas sur les mesures à prendre pour atténuer les 
conséquences d'une atteinte à la vie privée ou empêcher qu'une telle atteinte ne se 
reproduise, ils doivent suivre le processus de règlement des différends du présent PE. 


NNEXES ET SOU 


è 


10.1 Les annexes et appendices font partie intégr 
comme toute autre partie du présent PE. 


ante du présent PE et prennent effet 


10.2 chaque annexe sont désigr 


en i és par les participants, conform 
aux questions traitées dans ch nnexe. 


10.3 De nouvelles annexes ou nouveaux sous-arrangements peuvent être rédigés au 
besoin et en tout temps, avec l'approbation du CNM. Lesdits arrangements doivent 
étre conformes aux dispositions stipulées dans le présent PE. En cas de différend, le 
PE national prévaudra. 


10.4 Les deux participar 
arrangements pour qu'ils soient inclus dar 
l'information. 


its conservent des exemplaires origin 
is leurs dépôts MM de gestion de 


10.5 A mesure que les fonctions rattachées aux passeports continueront d'être intégrées 
aux fonctions d'IRCC, tous les arrangements ou accords préexistants pertinents sur 
les passeports, ainsi que toutes les activités secondaires, seront progressivement 


grés, dans les limites de la portée et du cadre du présent PE. 


11.1  Advenant un différend sur l'interprétation ou le fonctionnement du présent PE, y 
compris les annexes, les participants s'efforcent de régler conjointement le différend à 
l'échelon administratif le plus bas possible. Si on ne peut régler le différend au plus 
bas niveau possible, la question est transmise à l'échelon supérieur jusqu'à sa 
résolution. Si, une fois l'échelon du CNM atteint, celui-ci ne parvient pas à résoudre 
le différend, les participants renvoient l'affaire aux signataires de la présente entente. 
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La GRC assume tous les coûts, dommages-intéréts ou indemnisations qui lui sont 
imposés dans les cas où elle, ou son représentant, a fait preuve d'insouciance ou de 
négligence dans ses actes, aux termes du présent PE. Sauf dans les cas où la GRC a 
fait preuve d'insouciance ou de négligence, IRCC rembourse à la GRC tous les coûts, 
dommages-intéréts ou indemnisations qui lui sont imposés par suite de sa 
participation au présent PE. 


Le présent PE, les annexes qui s'y rattachent ainsi que tout appendice peuvent étre 
modifiés en tout temps, avec le consentement mutuel des participants. 


loute modification au présent PE doit étre apportée par écrit et signée par les 


signataires du protocole. 


Les modifications à une annexe ou à un appendice doivent étre apportées par écrit et 
étre signées par les signataires de ion nn exe ou de l'appendice. Les modifications à 


une annexe ou à un appendice ne peuvent pas modifier l'objectif ou la portée du 
présent PE sans le consentement des signataires du PE. 


Les deux participants conviennent de s'inform 
changement réglementaire, législatif ou politique pouvant inf 


ier mutuellement par écrit de tout 
luencer le présent PE. 


Le présent PE entre en vigueur dés sa signature par le dernier des participants. Les 
annexes et appendices au présent PE sont en vigueur à compter de la date de leur 
signature par les deux parties. 


Le présent PE annule et remplace le PE de 2012. Les ann 4 
2012 demeurent en vigueur en tant que partie intégrante du présent PE, jusqu' à ce 
qu'elles soient ieu c ou modifiées. 


Le présent PE et ses annexes font l'objet a examen tous les cing ans, et le premier 
examen a lieu cinq ans après la date de la signature ou à la date qui convient aux 
deux signataires. 


Le présent PE peut être résilié de l’une des façons suivantes : 
a) à tout moment si les participants en conviennent par écrit; 
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t d'au moins 


b) parla signature d'un participant qui signifie à l'autre un avis écri 
trois (3) idis 


c) parun participant à tout moment si l'un des participants omet de respecter 
ses obligations prévues dans le présent PE et aprés avoir suivi le processus de 
prévention et de réglement des différends décrit à la section 11. 


15.2 Les participants comprennent que leurs responsabilités liées à la protection et au 
.. maintien de l'intégrité gn changés en vertu du présent PE, y 
compris la conservation et l'élimination des renseignements, se poursuivent aprés la 
résiliation du présent PE. 


EDS FOI DE QUOI, le présent Protocole d'entente, rédigé dans les deux langues officielles, est 
gné en double exemplaire, chaque copie faisan 


Pour Imm gr 


nine, IRCC 


Date 


Cor i fmi {saire de la GRC 
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MEMORANDUM OF UNDERSTANDING BETWEEN THE DEPARTMENT OF 
CITIZENSHIP AND IMMIGRATION (herein referred to as "Immigration, Refugees and 
Citizenship Canada" or "IRCC") AND THE ROYAL CANADIAN MOUNTED POLICE 
(herein referred to as "RCMP"), Collectively referred to as the Participants 


ANNEX I: Disclosing and collecting personal information held by the RCMP’s Canadian 
Criminal Real Time Identification Services (CCRTIS) Systems for the purposes of screening 
immigration and citizenship applicants 


i. BACKGROUND 


Immigration, Refugees and Citizenship Canada (IRCC) is authorized, under the Immigration and 
Refugee Protection Act (IRPA), the Citizenship Act and their respective regulations, to take the 
necessary steps to prevent persons who are inadmissible pursuant to the provisions of the IRPA 
from entering or remaining in Canada as well as to ensure that prohibited individuals do not 
acquire citizenship. 


The Royal Canadian Mounted Police (RCMP) is in possession of personal information, under the 
Criminal Records Act, the Youth Criminal Justice Act and the Immigration Refugee Protection Act, held 
by the Canadian Criminal Real Time Identification Services' (CCRTIS) systems. The CCRTIS 
maintains the national repository of criminal record information, which includes fingerprints, 
and is mandated to provide direct operational support to the Canadian law enforcement, criminal 
justice and public security communities for criminal, civil and immigration purposes. This 
personal information may be relevant to IRCC for the purpose of establishing identity and 
verifying whether an applicant meets the requirements for eligibility and admissibility as it 
relates to criminality under the IRPA or eligibility under the Citizenship Act. 


Canadian Criminal Real Time Identification Service is also the national provider of biometric- 
based criminal record verifications for civil and criminal court purposes, the security screening 
environment for all levels of government and the general public. 


The Participants desire to work together to prevent persons who are inadmissible to Canada from 
entering or remaining in Canada and prevent individuals who are ineligible from acquiring 
Canadian citizenship. 


2. PURPOSE AND SCOPE 


2.1 The purpose of this Annex is to set out the roles and responsibilities of the Participants 
as they apply to screening and the sharing of personal information of IRCC clients. 


2.2 For the purposes of this Annex, IRCC provides personal information to the RCMP, 


pursuant to section 8(2Y(a) of the Privacy Act, who then responds to the request based on 
releasable information contained in CCRTIS databases. This information is used for the 
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purpose of determining admissibility and/or eligibility of individuals under the IRPA, its 
regulations and/or the Citizenship Act as well as identity management. Details of the 
information that IRCC will provide to the RCMP, as well as the response from the 


RCMP, are included in Appendix A. 


2.3 For the RCMP, the scope of the personal information covered by this Annex, and its 
sharing, is limited to the information held by the RCMP's CCRTIS 5ystems. 


3. DEFINITIONS 


3.1 For the purposes of this Annex, terms which are defined in the IRPA, the Immigration 
and Refugee Protection Regulations, the Citizenship Act, the Citizenship Regulations or in 
the Criminal Code, keep the same meaning. The following terms have the meaning 
identified below: 

a) Biometric information: means the fingerprints and photographs of a foreign 
national or a permanent resident. 

b) "Designated Representatives" are the primary contacts for the Participants 
responsible for monitoring the implementation of this Annex. This includes the 
interpretation, inquiries and requests for amendments of this Annex and 
addressing any issues that arise from it, including compliance with the provisions. 

c) "Dispute" means a conflict or disagreement respecting: 

i. the interpretation, application, or implementation of this Annex; or 
ii. non-compliance or anticipated non-compliance with this Annex. 

d) "Personal Information” means information about an identifiable individual that is 
recorded in any form as defined in Section 3 of the Privacy Act. 

e) | "Privacy Breach" is the unauthorized collection, use, disclosure, access, storage or 
disposal of Personal Information, whether deliberate or accidental. 

f) Record suspension: means the suspension of a criminal record as defined in 2(1) of 
the Criminal Record Act. 

g) Screening; refers to the determination of admissibility and eligibility by IRCC via 
the sharing of personal information held by the RCMP, specifically by the Real 
Time Identification system (RTID). 


4.  RESPONSIBILITIES OF IRCC 


41 Assess the information provided by the RCMP to determine admissibility under IRPA 
and its related Regulations and eligibility of individuals under the Citizenship Act. 


42 Respect caveats placed on personal information regarding its use, classification or 
further dissemination. 


43 Understand that the accuracy of fingerprint searches by the RCMP is dependent on the 
quality of fingerprints. 
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44 Amend and purge an individual's personal information held by the RCMP in the 
immigration repositories on IRCC's behalf. 


4.3 Ensure that the immigration information of individuals who become Canadian citizens is 
removed from the RCMP system in a mutually acceptable timeframe to the Participants. 


46 Assume the risk that individuals’ personal information may be released to law 
enforcement partners in the period between becoming a citizen and the purging of their 
immigration information when authorized by law. 


RESPONSIBILITIES OF THE RCMP 


51 Support IRCC by conducting searches of the criminal and immigration databases held by 
the CCRTIS and provide IRCC with the results of those searches. 


22 Provide IRCC with appropriate certified documents upon request, and where relevant 
(e.g., for the purposes of prohibition cases). 


5.3 Subsequent to a name-based IRCC screening request, make all reasonable efforts to 
provide criminal record information that is releasable by the RCMP on known IRCC 
subjects to IRCC in a mutually acceptable timeframe to the Participants. 


3.4 Subsequent to a biometric-based IRCC screening request, make all reasonable efforts to 
provide criminal record information as well as immigration information that is 
releasable by the RCMP on known IRCC subjects to IRCC in a mutually acceptable 
timeframe to the Participants. 


5.5 Respect caveats and limitations placed on personal information regarding its use, 
classification, handling and/or further dissemination. In the case of information received 
from a Five Country Conference partner or another international partner, caveats and 


limitations imposed by that partner will also apply. 


5.6 Notify IRCC of the record suspension if Canadian criminal information was disclosed to 
IRCC and the RCMP subsequently becomes aware that a record suspension was granted 
for charges against an individual. 


5.7 Senda system error response to IRCC when fingerprints do not meet the quality 
threshold of the Automated Fingerprint Identification System (AFIS) (Le, submission 
rejected). The RCMP will perform a quality assurance function by manually reviewing a 
mutually accepted percentage of fingerprints rejected by the CCRTIS, and will inform 
IRCC of the reasons why the transactions could not be processed. 
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5.8 


JOINT RESPONSIBILITIES OF THE PARTICIPANTS 


61 When required, the Participants will consult each other prior to any changes resulting 
from Government of Canada policy or legislative amendments, or commitments that 
may impact transaction volumes, special programs or other items within this Annex. The 
Participants acknowledge that sufficient funding will be considered before any volume 
changes or new programs are implemented. 


62  Incollaboration and subject to IRPA and the Citizenship Act, the Participants will 
determine the personal information necessary for IRCC to determine admissibility 
and/or eligibility of individuals. A separate matrix has been developed to outline each of 
the processes, the related elements of personal information that IRCC provides to the 
RCMP and the data results that are provided by the RCMP (see Appendix “A"). The 
matrix will be updated as required and reviewed as part of the Annex. 


6.3 The Participants will notify one another immediately of any unplanned/unexpected 
system outages that will affect biographic and biometric transactions. 


RETENTION, USE AND DISPOSAL OF INFORMATION 


7.1 The Participants understand that the retention and disposal period of the biometric 
information collected by IRCC is set by IRCC. IRCC will retain and dispose of all 
screening results provided by the RCMP's CCRTIS Systems, in accordance with the 
applicable Retention and Disposition schedule and as required under the Privacy Act, the 
Library and Archives of Canada Act, the Criminal Records Act and government policy. 


72 As per this Annex, unless permitted or required by law, the personal information shared 
and retained between the Participants for the purpose of carrying out screening 
functions outlined in this Annex will not be used, disclosed or retained for any other 
purposes other than for which it was collected or created. 


RANSMISSION OF INFORMATION 


8.1 The information covered in this Annex (Appendix "A") will be securely transmitted 
between the Participants in a manner conforming to their respective legislation, policies 
and directives for the secure transfer of information. 


82 The Participants will take all available reasonable steps to reduce the risk of sharing 
harmful viruses, programs or data in the transmitted information. The Participants will 
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not be held responsible for any damage resulting from the transmission of harmful 
viruses, programs or data. 


9, SECURITY OF INFORMATION 


9,1 Each Participant will identify the security classification of information it discloses under 
this Annex and will treat all information received under this Annex in accordance with 
the security markings on it and with the security classification standards of the 
Government of Canada. 


9.2 The Participants will ensure that only those employees whose duties require such access, 
will have access to the information supplied by each organization and that these 
employees have the necessary security clearance. 


10. DESIGNATED REPRESENTATIVES: 


103 Designated Representatives are the primary contacts for the Participants responsible for 
monitoring the implementation of this Annex. This includes the interpretation, inquiries, 
requests for amendments of this Annex and addressing any issues that arise from it. 


10.2 For the purposes of this Annex, the following officials are the Designated 
Representatives: 


For the RCMP: Director General, 
Canadian Criminal Real Time Identification Services 
1200 Vanier Parkway, Ottawa, Ontario 


For IRCC: Director General, 
Immigration Program Guidance 
365 Laurier Avenue West, Ottawa, Ontario 


Director General, 
Integrity Risk Guidance Branch (IRG) 
70 Crémazie Street, Gatineau, Quebec 


10.3 Notices under this Annex will be in writing and delivered to the other Participant via the 
Designated Representative. 


11. DISPUTE PREVENTION AND RESOLUTION 
11.4 The Participants acknowledge making every reasonable effort to prevent a dispute 


arising from the interpretation or operation of this Annex. In the event of a dispute, the 
Participants will endeavor to jointly resolve the matter at the lowest administrative level 
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possible. 


11.2 In the event a dispute cannot be resolved amicably, the Participants will escalate the 
matter in accordance with the procedures set out in the MOU for dispute resolution. 


12. MONITORING 


12.1 The Participants will review the practices and procedures outlined in this Annex to 
ensure that the provisions of the MOU are kept up-to-date, on the 5 year anniversary of 
its signing and every 5 year anniversary forthwith. 


122 To reflect any changes resulting from the Biometrics Expansion Project, the Participants 
will review this Annex starting in May 2017 with a completion date of November 2017. 


12.3 Each Participant will notify the other Participant in the event that any terms of this 
Annex are not respected. 


13. TERMINATION 


13.1 This Annex can be terminated in one of the following ways: 
a) atany time by written acceptance of the Participants; 
b) by either Participant's signatory by providing at least three (3) months’ notice in 
writing; or 
c) by either Participant at any time if a Participant fails to meet its obligations under 
this annex or MOU, and having followed the dispute prevention and resolution 
provisions in Section 11 of the annex. 


13.2 The Participants acknowledge that their responsibilities to protect and maintain the 
integrity of the information shared under this Annex, including retention and disposal of 
the information, continue after this Annex is terminated. 


14. AMENDMENTS 


141 This Annex may be amended at any time by mutual consent, in writing, of the 
Participants. 


15. ENTIRE UNDERSTANDING 


15.1 This Annex and its Appendix represent the entire understanding between the 
Participants in relation to the screening function provided by the RCMP's CCRTIS and 
supersede the Screening Annex signed by the Participants in 2012 and the Biometrics 
Business Level Agreement signed in 2015. 
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16. FINANCIAL ARRA 


16.1 The Participants will bear their own costs when exchanging information under this 
Annex. The Participants will absorb all incremental costs associated with the operation 
of this Annex. 


16.2 The Participants acknowledge that each will bear its own costs in performing their 
respective activities and responsibilities under this Annex. 


17. EFFECTIVE DATE 
17.1 This Annex will become effective on the date it is signed by the last of the signatories 
and remain in effect until terminated in accordance with the procedures set out in this 
Annex. 
18. SIGNATURES 


IN WITNESS THEREOF, this Annex was signed in duplicate, each copy being equally 
authentic. ! 


igration, Refugees and Citizenship Canada: 


Immigration Program Guidance 
365 Laurier Avenue West, Ottawa, Ontario 


Integri#y Risk Guidance Branch (IRG) d 
70 Crémazie Street, Gatineau, Quebec 


in, 


For the Royal/Canadian M 


t 


j 


ounted Police: 


Director General, 
Canadian Criminal Real Time 
Identification Services, RCMP 


Pu i 
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| Screening Category - 


| Biometric BOE o 


| | Temporary Residents (TR) 


| Applicants from 29 

! countries and one 

| territory, as prescribed in 
| the IRPR 


| Biometric screening of TR 
| Applicants (s. 16(2) of the 
| IRPA) 


| Asylum Claimants and 
| | Overseas Refugee 
| Resettlement Applicants 


Transaction 


———— es 


————————— 


"Personal 
Information 


Protected À 


| Biometric: Fingerprints and | | CERTIS will: screen 


| related biographic 


| | information as stipulated 
| in the current RCMP NPS- 
| NIST Interface Control 

| document 


7 Fingerprints and related - 


| stipulated in the current 
| RCMP NPS-NIST 
Interface Control 
document 


j | resulting fingerprint 
| submissions against its 


national repository 
(containing criminal 
and immigration 


| fingerprints). 


TCCRTIS will si screen 


| s16Q) IRPA | biographic information as | resulting fingerprint 

; | submissions against its 
| national repository 

| (containing criminal 
and immigration 

|! fingerprints). 


POLL ELLE OOPS 


Retention and |. 


Disposition 


Service Level - 
Agreemeni 


"T Retained ih in the 


RCMP 
Immigration 


Database for 15 
years from the 


date of biometric 
| collection unless 
amended or 

| obtains 

| citizenship. 


Rene a in the 

| RCMP 

| Immigration 

| Database until 
| the client 


reaches the age 
of 100 years, or 
obtains 


| citizenship. 


T3 Business Days 
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T Biometric screening results include a file 


| | number that corresponds to either a new 
|or existing immigration file. Where 


| available, an existing refugee file number, 


| or a criminal/FPS number will be 
| provided. Additional Information can be 
obtained through CPIC by IRCC. 


| CCRTIS will screen fingerprint 


| | submissions against its national 
|: fingerprint repository (containing 


| criminal and immigration 
| fingerprints) response details are 


| | stipulated i in the current RCMP NPS- 
| NIST Interface Control document. 


| Biographic Screening of. 
| PR Applicants: 


In-Canada 


| Name Based | 


| Name, date of birth 
| (if there is a possible 


| name/date of birth match 


| CPIC/ CNI bicershie 


! check 


| Not Retained. 


Ve SIR NNUS EEOC LEE NN NSW NNNUVUVVS NN NNSVVV NN NSVS NNUS EEEE EEEE EEEE NOR NNUS NNNM 


€ÓÀ MH 


| Name Search: 3| 


| business days 


ehe IIOP EREN ES 


| Name Based -- CCRTIS will provide a a | 
| response of either No record or | 
| Inconclusive. An Inconclusive response 


8 
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LINE ALLER ESET ISS 


Case by case: 
Fingerprints required 
when name match is 
inconclusive 


É : for a client, client is _ 
| requested to submit 
| fingerprints) 


Dae : appropriate A op icanon Type as defined 
| by the RCMP. 


| Biometric: Fingerprints CCRTIS will screen fingerprint 


: and related biographic CCRTIS will screen | | submissions against its national 
| information as stipulated | resulting fingerprint fingerprint repository (containing 


: in the current RCMP NPS- 
| NIST Interface Control 

| document (Civil 

2 Submission) 


submissions against its 
national repository 
(containing criminal 
and immigration 
fingerprints). 


criminal and immigration fingerprints) 
response details are stipulated in the 
current RCMP NPS-NIST Interface 

| Control document, 


E 
| 


| The exact detail of the information that i is. 
disclosed is subject to legislative 
| requirement and business rules and 


| varies depending on the type of 


; submission and the results of the search. 
Should the information be deemed 
releasable, the following information is 
released as a paper product, either to the | 
client, who then forwards the results to | 


! IRCC or to IRCC directly. 


i 
i 
E 


| Match to Refugee or TRB: 

| Biographic information included in the 
| civil submission along with 

-IRCC unique biometric ID and RCMP 


JD. 
: ; Match to Criminal: 
L NN eere ERR es | | Co pi of certif fied criminal record a as " 
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| Name | 
| Search/MAP | 


| 5. 36 IRPA 


| Sec 21 & Sec 


| Citizenship 
| Act 


| Name, date of birth 


: If there is a possible name 
- match for a client, client is 
| requested to submit 
fingerprints directly to the 
| RCMP 


Protected À 


| CPIC/CNI biographic 
| check 


| Case by Case: 

| Fingerprints required 
- when name match is 
| inconclusive 


CCRTIS will screen 
| resulting fingerprint 
- submissions against its 
national repository 
| (containing criminal 
| and immigration 
fingerprints) 


| business days 


| Fingerprint 
| Search ~ 120 
| Days 
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| the RCMP- subject to release of 
| information rules. 


Name Based ~ CCRTIS will provide a 
| response of either No record or 

| Inconclusive. An Inconclusive response 

| requires the submission of a full set of 

- fingerprints by the client utilizing the 
| appropriate Application Type as defined | 
| by the RCMP. - 


: CCRTIS will screen fingerprint 

| submissions against its national 
fingerprint repository (containing 
criminal and immigration fingerprints) 
response details are stipulated in the 
current RCMP NPS-NIST Interface 

| Control document. 


: The exact detail of the information that is 
disclosed is subject to legislative 

| requirement and business rules and 

| varies depending on the type of 

| submission and the results of the search. 
| Should the information be deemed 

| releasable, the following information is 

| released as a paper product, either to the 
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———————————— D SSS SS SSS SSS 


Match to Refugee or TRB: 

Biographic information included in the 
civil submission along with 

IRCC unique biometric ID and RCMP 
ID. 


MAR AAT 


Match to Criminal: 
| Copy of certified criminal record as 
| maintained in the central repository by 
the RCMP-- subject to release of 
; information rules. 


Anonymous | U.S. Canada 
TenPrint Treaty on 
Search Immigration 
(ATS) exchange. 
Part 19.1, 
s.315.22, 


EEE DETTE EE OEE EEC N TSI ER ERE RE E AR EN RN ERRARE RE 


| RCMP receives 


NV EUER PTS 


| 3 Business Days 


TOR WEE S Ee Eg SES C S S C S C SSAA LLP P ELAS ALAS PEA EASES E E E E E E E E Tu EEEE EEEE 


| CCRTIS will screen fingerprint 

| submissions against its national 

: fingerprint repository (containing 
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Service Standards and Notes: 


* Normal hours of service for CCRTIS to review and respond to applicable 
biometric transactions will be 24 hours a day, 7 days a week, and 365 days a 
year. The response time is measured from receipt of the transaction by the 
RCMP's NIST server until when the RCMP's search result is sent to GEMS. 

* Manual processing by the CCRTIS for fingerprint submissions will be carried 
out Monday through Friday, 7:00to 23:00 EST. 

* Service levels will be analyzed by IRCC and reported on a quarterly basis to 
ensure service levels are respected and revised as required. 

* Any issues with these response times will be promptly escalated to senior 
management for resolution. 

* Given RCMP'saverage response times for 2014 and 2015, the RCMP business 
objective, and IRCC’s desire to have the service standards reduced to reflect 
actual response times, any significant increases in response times will be 
escalated promptly to senior management. 

* IRCC may use CPIC to augment the information received as a result of 
submissions to CCRTIS. The use of CPIC by IRCC is subject to a separate 
MOU. 


* The RCMP will notify IRCC a minimum of five business days prior to any planned 
system outages. 

* IRCC will submit a purge request of an individual's immigration information within 3- 
3 business days of the individual becoming a citizen. 


ii 
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PROTOCOLE D'ENTENTE ENTRE LE MINISTÈRE DE LA CITOYENNETÉ ET DE 
L'IMMIGRATION DU CANADA (ci-après « Immigration, Réfugiés et Citoyenneté 
Canada » ou « IRCC ») ET LA GENDARMERIE ROYALE DU CANADA (ci-après la 
« GRC »). Ci-aprés collectivement appelés les « participants ». 


ANNEXE I : Divulgation et collecte de renseignements personnels conservés dans les 
systémes du Service canadien d'identification criminelle en temps réel (SCICTR) aux fins des 
évaluations de personnes présentant une demande d'immigration et de citoyenneté 


1. CONTEXTE 


Immigration, Réfugiés et Citoyenneté Canada (IRCC) est autorisé, en vertu de la Loi sur 
l'immigration et la protection des réfugiés (LIPR), la Loi sur la citoyenneté et les règlements 
d'application connexes de prendre les mesures nécessaires pour empécher des personnes 
interdites de territoire en vertu des dispositions de la LIPR à entrer ou à demeurer au Canada et 
s'assurer que des personnes interdites de territoire n’obtiennent pas la citoyenneté. 


La Gendarmerie royale du Canada (GRC) possede des renseignements personnels en vertu de la 
Loi sur le casier judiciaire, de la Loi sur le système de justice pénale pour les adolescents et de la LIPR. 
Ces renseignements sont stockes dans les systemes du Service canadien d'identification 
criminelle en temps réel (SCICTR). Le SCICTR assure le maintien du dépôt national 
d'information sur les casiers judiciaires, qui comprend des empreintes digitales, et ale mandat de 
fournir un soutien opérationnel direct aux organismes d'exécution de la loi et aux communautés 
de la justice pénale et de la sécurité publique du Canada pour des questions criminelles, civiles et 
d'immigration. Ces renseignements personnels peuvent être importants pour IRCC afin de 
déterminer l'identité d'un demandeur et de vérifier s'il satisfait aux critères d'admissibilité 
relatifs à la criminalité en vertu de la LIPR et aux critères d'admissibilité prescrits par la Loi sur la 
citayennelé. 


Le SCICTR est également le fournisseur national pour les vérifications de casier judiciaire sur la 
base de données biométriques à des fins civiles et criminelles, et de l'environnement de 
vérification de sécurité pour tous les paliers de gouvernement et le grand public. 


Les participants souhaitent collaborer afin d'empécher des personnes interdites de territoire 
d'entrer ou de demeurer au Canada et d'empécher des personnes interdites de territoire de se 
voir accorder la citoyenneté canadienne. 
2. OBJET ET PORTÉE 

2.1 L'objet de la présente annexe consiste à établir les rôles et les responsabilités des 


participants en ce qui concerne le filtrage et l'échange de renseignements personnels sur 
des clients d'IRCC. 
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22 Aux fins de la présente annexe, IRCC fournit des renseignements personnels à la GRC en 
vertu de l'alinéa 8(2)a) de la Loi sur la protection des renseignements personnels, et la GRC 
répond à la demande au moyen des renseignements pouvant étre communiqués qui sont 
stockés dans les bases de données du SCICTR. Cette information sert à déterminer 
l'admissibilité de personnes en vertu de la LIPR, son reglement d'application et/ou la Loi 
sur la citoyenneté et à gérer l'identité. Des détails sur les renseignements qu'IRCC fournira 
à la GRC ainsi que sur la réponse de la GRC se trouvent à l'appendice A. 


2.3 Pour la GRC, la portée des renseignements personnels couverte par la présente annexe, 
ainsi que sa communication, est limitée aux renseignements stockés dans les systemes du 
SCICTR de la GRC. 


3. DÉFINITIONS 


3.1 Aux fins de la présente annexe, les termes qui sont définis dans la LIPR, le Règlement sur 
l'immigration et la protection des réfugiés, la Loi sur citoyenneté, le Règlement sur la citoyenneté 
ou le Code crintinel conservent le méme sens. Les termes énumérés ci-aprés auront le sens 
suivant ; 

a) Donnée biométrique : empreintes digitales et photographies d'un ressortissant 
étranger ou d'un résident permanent. 

b) Représentants désignés : Principales personnes-ressources des participants 
chargées de surveiller la mise en ceuvre de la présente annexe. Ils sont notamment 
responsables de l'interprétation, des demandes de renseignements et des 
demandes de modifications en lien avec la présente annexe. Ils doivent également 
régler tout probléme qui en découle, y compris la conformité aux dispositions. 

c) Différend : Conflit ou désaccord concernant l'un ou l'autre des points suivants : 

i. l'interprétation, l'application ou la mise en ceuvre de la présente annexe; 
ou 
ii la non-conformité ou la non-conformité prévue à la présente annexe. 

d) Renseignements personnels : Renseignements, quels que soient leur forme et leur 
support, concernant un individu identifiable, conformément à l'article 3 de la Loi 
sur la protection des renseignements personnels. 

e) Atteinte à la vie privée : Collecte, utilisation, divulgation, acces, stockage ou 
élimination non autorisé de renseignements personnels, de facon volontaire ou 
accidentelle. 

f) Suspension du casier judiciaire : suspension d'un casier judiciaire définie au 
paragraphe 2(1) de la Loi sur le casier judiciaire. 

g) Filtrage : Détermination de l'admissibilité par IRCC au moyen de l'échange de 
renseignements personnels détenus par la GRC; plus précisément du Système 
d'identification en temps réel (SITR). 
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4. — RESPONSABILITÉS D'IRCC 


41 Évaluer les renseignements fournis par la GRC pour déterminer l'admissibilité en vertu 
de la LIPR et son règlement d'application ainsi que l'admissibilité d'individus en vertu 
de la Loi sur la citoyenneté. 


4.2 Respecter les réserves relatives aux renseignements personnels pour ce qui est de leur 
utilisation, de leur classification ou de leur diffusion additionnelle, 


43 Comprendre que l'exactitude des recherches d'empreintes digitales effectuées par la 
GRC dépend de la qualité des empreintes digitales. 


44 Modifier et supprimer les renseignements personnels sur un individu détenus par la 
GRC qui sont stockés dans les dépôts de données de l'immigration au nom d'IRCC. 


45 S'assurer que les renseignements sur l'immigration de personnes qui deviennent des 
citoyens canadiens sont supprimés des systèmes de la GRC dans des délais convenus par 
les participants. 


4&6  Assumer le risque associé à la divulgation à des partenaires d'exécution de la loi des 
renseignements personnels sur des personnes pendant la période allant du moment où 
un individu devient un citoyen et la disposition des renseignements sur l'immigration, 
lorsque la loi le permet. 


5.  RESPONSABILITÉS DE LA GRC 


3.31 Appuyer IRCC en effectuant des recherches dans les bases de données criminelles et de 
l'immigration détenues par le SCICTR et fournir à IRCC les résultats de ces recherches, 


5.2 Au besoin et sur demande, fournir à IRCC des documents appropriés attestes (p. ex. 
dans les cas d'interdiction de territoire). 


5.3 Pour donner suite à une demande de filtrage d'IRCC fondée sur le nom, déployer tous 
les efforts raisonnables pour fournir des renseignements sur le casier judiciaire pouvant 
etre divulgués par la GRC sur des sujets connus d'IRCC à IRCC, et ce, dans un délai 
acceptable convenu par les participants. 


5.4 Pour donner suite à une demande de filtrage d'IRCC fondée sur des données 
biométriques, déployer tous les efforts raisonnables pour fournir des renseignements sur 
le casier judiciaire et sur l'immigration pouvant être divulgués par la GRC sur des sujets 


connus d'IRCC à IRCC, et ce, dans un délai acceptable convenu par les participants. 


5.5  Respecter les réserves et les limites associées aux renseignements personnels pour ce qui 


000035 


i $ i Immigration, Refugees Immigration, Réfugiés 
and Citizenship Canada et Citoyenneté Canada 
Information disclosed under the Access to Information Act 


s.16(1)(b) 


L'information divulguée en vertu de la loi sur l'accès à l'information 


s.16(1)(c) Protege À 


est de leur utilisation, de leur classification, de leur manipulation et/ou de leur diffusion 
additionnelle, S'il s'agit de renseignements provenant d'un partenaire de la Conférence 

des cinq pays ou d'un autre partenaire international, les réserves et les limites imposées 
par ce partenaire s'appliqueront également. 


5.6  Aviser IRCC de la suspension du casier judiciaire si des renseignements criminels sur un 
Canadien ont été divulgués à IRCC et que la GRC se rend compte, par la suite, qu'une 
suspension de casier judiciaire a été accordée en ce qui a trait aux accusations portées 
contre un individu. 


5.7 Envoyer un message d'erreur du système à IRCC lorsque des empreintes digitales ne 
satisfont pas aux critères de qualité minimaux du Système automatisé d'identification 
dactyloscopique (SAID) [c.-à-d. soumission refusée]. La GRC effectuera un contróle de la 
qualité en examinant manuellement un pourcentage convenu d'empreintes digitales 
refusées par le SCICTR et informera IRCC des raisons pour lesquelles les transactions 
n'ont pas pu étre traitées. 


5.8 


6. RESPONSABILITÉS CONJOINTES DES PARTICIPANTS 


6.1 Au besoin, les participants se consulteront avant d'apporter tout changement découlant 
d'une modification des politiques ou des lois du gouvernement du Canada ou d'un 
engagement pouvant avoir une incidence sur le nombre de transactions, des 
programmes spéciaux ou d'autres éléments de la présente annexe. Les participants 
reconnaissent que la disponibilité de fonds suffisants sera prise en considération avant 
toute modification du nombre de transactions ou la mise en ceuvre d'un nouveau 
programme. 


62 Les participants détermineront, en collaboration et conformément à la LIPR et à la Loi sur 
la citoyenneté, les renseignements personnels nécessaires pour qu'IRCC puisse 
déterminer l'admissibilité d'individus. Un document distinct appelé Matrice du filtrage a 
été élaboré afin de décrire chaque processus, les éléments de renseignements personnels 
connexes qu'IRCC fournit à la GRC et les résultats du filtrage des données qui sont 
fournis par la GRC (voir l'appendice A). La matrice sera mise à jour au besoin et 
examinée au méme moment que l'annexe. 


6.3 Les participants avisent l'autre partie immédiatement de toute panne imprévue ou 
inattendue des systémes qui a une incidence sur les transactions biographiques ou 
biométriques. 
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7. CONSERVATION, UTILISATION ET DISPOSITION DE L'INFORMATION 


7.l Les participants comprennent que la période de conservation et de disposition des 
renseignements biométriques recueillis par IRCC est déterminée par IRCC. IRCC 
conserve et élimine tous les resultats du filtrage provenant des systèmes du SCICTR et 
fournis par la GRC conformément au calendrier de conservation et de disposition qui 
s'applique et comme l'exigent la Loi sur la protection des renseignements personnels, la Loi 
sur la Bibliotheque et les Archives du Canada, la Loi sur le casier judiciaire et la politique 
gouvernementale. 


72 Conformément à la présente annexe et sauf si la loi le permet ou l'exige, les 
renseignements personnels échangés et conservés entre les participants aux fins de 
l'exécution du filtrage décrit dans la présente annexe ne seront pas utilisés, divulgués ou 
conservés pour toute autre fin que celle pour laquelle ils ont été recueillis ou créés. 


8. TRANSMISSION DE L'INFORMATION 


8.1 L'information couverte dans la présente annexe (appendice A) sera transmise de facon 
sécurisée entre les participants d'une facon conforme à leur législation, à leurs politiques 
et à leurs directives respectives en ce qui concerne la transmission sécuritaire 
d'information. 


8.2 Les participants doivent prendre toutes les mesures raisonnables pour réduire le risque 
de transmission de programmes, de données ou de virus nuisibles dans les 
renseignements échangés. Ils ne peuvent pas être tenus responsables des préjudices 
consécutifs à la transmission de programmes, données ou virus nuisibles. 


9. SÉCURITÉ DE L'INFORMATION 


9.1 Chaque participant détermine la classification de sécurité de l'information qu'elle 
communique en vertu de la présente annexe et traite toute l'information reque en vertu 
de celle-ci conformément aux cotes de sécurité qu'elle porte et aux normes du 
gouvernement du Canada en matière de classification de sécurité, 


9.2 Les participants veuillent à ce que seuls les employés tenus, par leurs fonctions, d'avoir 
accès à l'information fournie par chaque organisation y aient effectivement accès et à ce 
que ces employés aient la cote de sécurité nécessaire. 


10. REPRÉSENTANTS DÉSIGNÉS 


10.1 Les représentants désignés sont les principales personnes-ressources des participants 
chargées de surveiller la mise en ceuvre de la présente annexe. Cela comprend 
l'interprétation, les demandes de renseignements et les demandes de modifications 
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concernant la présente annexe ainsi que le traitement de toutes les questions qui en 
découlent, 


10.2 Les personnes qui suivent sont les fonctionnaires désignés pour l'application de la 
présente annexe : 


Pour la GRC: Directeur général 
Service canadien d'identification criminelle en temps réel 
1200, promenade Vanier, Ottawa (Ontario) 


Pour IRCC : Directeur général, 
Orientation du programme d'immigration 
365, avenue Laurier Ouest, Ottawa (Ontario) 


Directeur général, 
Direction générale de l'orientation sur les risques pour l'intégrité (DGORI) 
70, rue Crémazie, Gatineau (Québec) 


10.3 Les avis découlant de la présente annexe seront transmis par écrit à l'autre participant 
par l'intermédiaire du représentant désigné. 


11. PRÉVENTION ET RÉGLEMENT DES DIFFÉRENDS 


11.1 Les participants conviennent de déployer tous les efforts raisonnables pour prévenir un 
différend découlant de l'interprétation ou de l'administration de la présente annexe. En 
cas de différend, les participants s'efforcent de régler conjointement la question à 
l'échelon administratif le plus bas possible. 


112 Siun différend ne peut pas étre réglé à l'amiable, les participants acheminent la question 
à l'échelon supérieur conformément aux procédures de règlement des différends établies 
dans le PE. 


12. SURVEILLANCE 
12.1 Les participants examineront les pratiques et les procédures établies dans la présente 
annexe pour s'assurer qu'elles sont conformes et que les dispositions du PE sont à jour à 


la date du cinquième anniversaire de sa signature, puis tous les cinq ans par la suite. 


12.2 En vue de refléter tout changement découlant du projet d'élargissement de la biométrie, 
les participants examineront la présente annexe entre mai et novembre 2017. 


12.3 Chaque participant avisera l'autre participant en cas de non-respect des modalités de la 
présente annexe, 
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13. RÉSILIATION 
13.1 La présente annexe peut étre résiliée de l'une des facons suivantes : 


a) à tout moment si les participants en conviennent par écrit; 

b) par la signature d'un participant qui signifie à l'autre un avis écrit d'au moins 
trois (3) mois; au 

c) par l’un ou l'autre des participants en tout temps si l'un des participants omet de 
respecter les obligations qui lui incombent en vertu de la présente annexe ou du PE, et 
après avoir suivi le processus de prévention et de règlement des différends établi à 
l'article 11 de l'annexe. 


15.2 Les participants conviennent qu'ils doivent continuer de protéger et de préserver 
l'intégrité des renseignements échangés en vertu de la présente annexe, y compris de 
conserver et d'éliminer ces renseignements, méme aprés la résiliation de la présente 
annexe. 


14. MODIFICATIONS 


14.1 La présente annexe peut étre modifiée en tout temps avec le consentement écrit des deux 
participants, 


15. ENTENTE COMPLETE 


15.1 La présente annexe renferme l'entente complète entre les participants en ce qui concerne 
la fonction de filtrage fournie par le SCICTR de la GRC et remplace l'annexe sur le 
filtrage signée par les participants en 2012 et l'accord de niveau opérationnel sur la 
biométrie signé en 2015. 


16. DISPOSITIONS FINANCIERES 
16.1 Les participants assument leurs propres coûts lorsqu'ils échangent des renseignements 
aux termes de la présente annexe. Les participants assument tous les coüts 


supplémentaires rattachés à l'administration de la présente entente. 


162 Les participants assument leurs propres coûts liés à l'exécution de leurs activités et 
obligations aux termes de la présente annexe. 


17. DATE D'ENTRÉE EN VIGUEUR 


17.1 La présente annexe entrera en vigueur à la date de sa signature par le dernier des 
signataires et le demeurera jusqu'à ce qu'on y mette un terme conformément à la 
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procédure établie dans la présente annexe. 
18, SIGNATURES 


EN FOI DE QUOI, la présente annexe a été signée en deux exemplaires, chaque exemplaire 
étant également valide. 


Pour Immigration, Réfugiés et Citoyenneté Canada : 


Directeur gé ral 
Orientation du programme d'immigration 
365, avenue Laurier Quest, Ottawa (Ontario) 


Directeur général 
Direction générale de l'orientation sur les risques pour r l'intégrité (DGORT) 
70, rue Crémazie, Gatineau (Québec) 


Pour la Gendargieri 


Service ce canadien d'identification 
gfiminelle en temps réel, GRC 


000040 


Immigration, Réfugiés 
et Citoyenneté Canada 


Immigration, Refugees 
and Citizenship Canada 


ivi 


- Information disclosed under the Access to Information Act 


000041 


L'information divulguée en vertu de la loi sur l'accès à l'information 


JUD ASP. 'j9uusÁO0)D | (uoneisdnuun j ap 
| dNS-ISIN Seau sap apoujuoo ap | e| Juanqo no | ja sajpouru sapegrdtp | 
| jueurmmoaop aj suep SIDA juos asuodal | Pr sajuraidurs sə | 
Bu diet on anis eP |  eufrnejuago | uenuo mb) peuogeu inanziA US DYD e ep | | "m 
| 39 sagoururo SSID sayuraidwia saj | ap onb dn e,nbsní allojiedai uos suep | dNS-LSIN se2ejojut sap | | sindap uoneqejsura1 

i 


€ 


jeuogeu aroj1eda1 uos suep so[eyrrp | uonexfrur ap SUOISSILUNOS  JUJWJULOJUO 'SaxauuOD | | (or oudeiSezeg 3 aun juajuasaad 

sajute1duia p suotssmunos sap sajqe1Ano | Saguuop ap aseq | sep uone»gugsA ep | — senbrudeigor sasuuop | Marl 2 | inb souuosred 

HORELA epereni»sge ALOIDS 9] | sinofsior I|  e|suep gAzasuo,) | 2190332779 ALOIDS "| ya sapeaiSip saunoidiug | | 
| 


€] ap 9€ IPY | je a[ise,p sinapuetaq 


S19uuaÁo1D 

EI ap UONUSIAO D - er ap (lot auderSeiedi 

no uogeogrpoiur | ] | angiodum; aouopisod 

ap seo ua mes | | | ap sinapuewap 

| | sanbrjewoig | | | | saponbujeurorg oend 

| di np | | saguuop | 

| uaÁour ne spouuonrppe sjuaureuSjasuas : sap ajapos | | SHOHIR sap HONDA 

| Sep quago ynad ayy unoj eios. | er ap aep sajureidwia sa] | Mansa ua DAD | Uj Jo HONDASTHILHT] | 
| 


KRIMI 


i 
i 
i 
EH 
i 
EH 
H 
$ 
i 
E 


‘(UOT BLS WUT | ap | 
18 sajuru sapejrstp | 


| euepipnf saged ap ggg ozsumu un no | | ejapaajdusos | JU9Huos inb) [euoneu | ET 9P ANS-LSIN S22ej1ejut | 
| jueisixe ginger ap ia-ssop op orumu | | esuecpjuepuad | elOWadgi uos suep | sep e[o1juo» ap jueumoop | 
| un ‘nay e A JG ueg no nesAnou | | “IED EI ap | sapeytsrp sejureidura p | ng juaurgurioguos | j ‘NOUS un, p ja shed gz ` 
| uoneidpuup Jajssop un e puodsauo> | uoneiSmuuirop | suomsmunos | 'saxeuuoo sanbrydeiSorq | L'EL A | ap anmiodurs aduapisar | 
| mb aaissop ap ownu un jusuuaidiuo | sajqeiano | | gaauUOp ap aseq | Sap UOHE2HUSA ET | saguuop 3e sajeiisip | dri ap sinapuewap | 
| anode adenpj np I sa] |  sino[si SIOI OIL e[ SUBP 3419807) enpago YLIIOG 91 _sauriduy : ənbməworg | LE 9€ opmy | | 9p pme agen 


IEEE EEE n enr EEL EEE CSS ere e ee e e e ete th i EDD SU ESS IE IER LCE OLLIE OEE DEEL ELL ECE EL DEEL EE CELL oe 


ARS puouua]ógy | 
ne JUSUIQULIOUOS | 


ap r neəaju UOTHISOdSID ja ONDI?P | 
ap puooy  uoneAmsuo) © azen ap snssa01g 


—————— HI mee REAO EROR PET SES TION SARE SETTLE ORE CT APAS 


uoresuen 
ap adá L aSenpy ap suodop) 


estesa optet tuto uu ouo oue cuz —— M E EUER CORREO CECE LOCOCO VASE TASSI 


V 2891014 


Immigration, Réfugiés 
et Citoyenneté Canada 


Immigration, Refugees 
and Citizenship Canada 


ivi 


-tnformation disclosed under the Access to Information Act 


| E jouisugd] Soy f mb just ng Jad ed ins 


000042 


OF 


8 divulguée en vertu de la loi sur l'accés à l'information 


sasnjjtp Juos SJUBAINS sjuauraudtTasuad 

sa] ‘aanSinalip ay mad 

uoneunojur anb aururiajap uo tG 
“SUDISUDOI e] | 

ap seynsa saj ja UOISSNUNOS ap adÁ 

3| UOJƏS JUOUTA 32 sa[|ouuonededo 


So[do1 sap e Ja saae; saauasixa '(uoneidnuui, ap 


| sap e snjaínsse juos sonzqnArp | | ya so[reuruim sajey Srp 
uoneunoJur i ap sexa spejap sə] | sauiaidus sa | | 
juanuoo mb) œuoneu | l 
yeap a1toj1ada: uos suep | | | 
i dNS-ISIN sawau sap 310 HUOD ap | - | Sa[e3idtp sayutaidwia,p (3]IAI» UOISSIUINOS) | | 
JUAUINIOP 8] suep SJLDSP Juos asuodal - SUOISSILUNOS INANBIA ue DY | | 
e ap STD saq (uogexsiunur | op : sap uone»graA e[ | 8] 2P ANS-ISIN $228j193ut | 
ja Soj[oumur sapey Bip sajuraiduia say | e1onj»age MIOIOS 91 | SSP S[0HUOD ap juaumsop | 
juanquoo mb) sayey Sip sojursad uia, p | | ne JUSUISUHIOJUOD - 
jeuoyeu a110112do1 uos suep sayenip | ajuenpuoo | 'sexauuoo sonbnjdeidoiq - 
sajuiaidius p suotssnunos sap UOU 159 WOU səpuuop ja sapeirdip : : 
UOHRIYNGA ej eana 3LTOTIOS 91 np aouepuodsanuo | sajupsidurg : enbuggurotg : 
er enbsio] | 


ELI sinol nz T sasinbal juos sayeyisip (‘sajeyiZip sajuiaidwia | | 
| Ted yep $ atidoidde apuewap ap sd& | - SAP | saupaidius so | sas a1jauinos ap | | 
| np usadow ne juam ay Jed SENS Ip sajuraaduie : se Jed ose”) | iepueulap 1104 as jual a5 | | 


| 'sapuuop ap aseq v| suep | 
NÍIJ/2dIO aindr juano np axuessteu | 

aj suep anbrudeiSotq | ap ajep ej/urou aj 16) | 
UOHNEDHHSA |  SOUPSSIEU ap APP WON | 

: enbreusisÁg : _ranbiye de iSorg | 


sejuie1duie,p jeçduos sjquasus | ied atpiapay 
un,p uorssnunos e| aBIxa QUENPUOD | 

uou asuodar aur) 3uenpuoo | so[qe1Ano sanof 

UON nO 13ISSOD irony 2125 M 190$ | | SIO1] : WOU | 


| epeue-) ne | 

AVW/ ~ eyuoueunad asuapisas | 
(GYN) wou | ap sinapueuiop sap | 
Jed aurea | anbnjdeisoiq azenig | 


JE 9PIMV | 


v 989101 


Immigration, Réfugiés 
et Citoyenneté Canada 


Immigration, Refugees 
and Citizenship Canada 


ivi 


Information disclosed under the Access to Information Act 


ormation divulguée en vertu de la loi sur l'accés à l'information 


DEMQUE E 2" ORAN : " esi 
5 qpuenuoo mb) sayey131p sauiaiduus p | 
| [Puoneu SOS uos suep sapeirsirp ajuenpuoo | 


sajulaidwa,p suomssnunos sap | 
HOHEDQUPA er eranaz ALDIS 21 | 


np oouepuodsouoo 
| | er anbss0] 

| SME) BY | smol pozi | sasinbas juos sapeyigip 
| sed tugap audordde apuewap ap ad | ~ Sapeyrsitp | | sajutexduio sə] 
np uaÁoui ne juan ap sed sayeyZip | sajuieJduio | : ses ded se 
sajuiaiduia,p jajdu opquiasus | ied aypuaypayy | 
un, p uotssmunos ep afixa SJUENIIUOD | | | NJOO 
uou asuodai aur juenpuoo sapqezAno sanol | | 


x i 


(uoneSmarp ap | 
soja sop e njaínsse ang məd) y 
er ap [e13uao a1toj12dax np jueusaoïd 
anepipní sage np asaye oieduirexg | 
airepipn[ Jeises —- oouepuodsouo | 


"OD el sp 
QOL 12 DDULP anbiun anbineawoig (qr 
19 SHAID UOISSILUNOS €] SUBD snuasjuoo 


sanbiudeiSorg squeursudtasuoay ! | 
: sexre1o dune] | | 

sjuspisar sap mod arjaurotq | | 
no 9i$injax - ssuepuodsauo) | | ; 


v 2431014 


WOU iss LOU | 


| 


2 
H 
H 
H 
H 
H 


E] 


nac 


Ei 
E 


op suep anbrqdeiSotq | 
uOHEDUHSA | 


“MO ep e juourapottp - 
SOBISID sejureadure | 

sas 3Jjjoumnos ap 
JOopueulap 104 as JUSTE 23 


ains AUS np wou AIS | 


SOUBSSIEU ap 338p WON 


apouuaftoy | 
pj ANS 107 e] ap | 
'soguuop ap aseq e| suep | zz je [Z S9puiy | 


adr | 
anbiydeigoig | E]2p 9¢ spuivy | 


apaugueuex | 


000043 


ajpuuaÁoQD | 
ap Inapuews | 


Immigration, Réfugiés 
et Citoyenneté Canada 


Immigration, Refugees 
and Citizenship Canada 


ivi 


~ 
o 
< 
c 
is 
= 
Ko] 
= 
pun 
eg 
= 
o 
=] 
o 
[^] 
oO 
eo 
o 
< 
o 
© 
E 
Sin 
® 
"o 
c 
2 
o 
[0] 
o 
9 
o 
515 
"o 
c 
2 
= 
© 
E 
= 
| 


1 


c 
2 
= 

[t] 

E 

pum 
e 
& 
‘© 

on 
«b 

O 

o 
© 
pa 

5 

7) 
3 
as) 

oO 
Le) 

5 
€ 

[0] 

> 

c 

[0] 

[0] 
E 

2 
S 

5 
2 
TD 

c 
2 
= 

oO 

E 

[un 

o 
nel 
E 


'(uonesqnArp ap | 
sajda1 sap g mjeínsse ae ned) 35 | 
ej op [E:3uo0 anojiadai np jueuaaoid | 


aieprpní saes np asane anejduraxg - | 
: anepipní 121582 — souepuodsauo | 


DYD ep ap 


C13? DDULP enbrun anbiyjaworg qi 
38 9[IAID UOISSILUNOS BI suep snuajuoo 
sanbrude1801q sjusawesudiosuay 

: saneiodus; | 

sjuapisai sap mod anjeuroiq | 


no 318njo1 - aouepuodsoxio- 


DD 8 102u19]3211p no ON] : 
e 3auisue saj mb ual ne Jaided ins | 


S9snjjtp Juos sjueAms sjuaursustasua1 
sa] 'aongqnArp aya nad 

uomeuiojur anb aunuiajap uo is 
yaaya e] 


ap sjejinsa: sap 3a UOISSILUNOS ap ad : 
9| UOTaS JUSLIBA Ja sajauuone1ado | 
sa[Sa1 sap g je seAne[siSo| sanuadixa | 
sap e sqjainsse juos sanSinaAip | 
uoneuiojgur ep Sex? spreap so] | 


‘DAD pep. 
dNS-LSIN se»ej1ejut sap 3JOHUOD ap | 


| juaumoop aj suep sj2ap juos asuodo1 
e| 2p serap sog '(uogeidiuu | ap 


{uoge ap | 

| 19 SO[JGUHULID sapeyidip | 

sajuia1duia sel. 

juaguoo mb) peuoneu | 

anopadai uos Sep 
sapeyisitp saquiaidua p 


suoisstuinos | | 
| sap UOHLIYNDA e] | | 
| |  Eior23jJa A LOIS a1 | 


COCO COOL ANREISE PI UU 


y 2891014 


000044 


Immigration, Réfugiés 
et Citoyenneté Canada 


Immigration, Refugees 
and Citizenship Canada 


ivi 


Information disclosed under the Access to Information Act 
L'information divulguée en vertu de la loi sur l'accés à l'information 


(uogeaSruur j ap | | npezciesio 

33 sajpauruu Senp | : ZT'GLE sepe 

sajuroiduia səf | | 'U6Lonzeg | 

e| ap spreyop sa (uoneidrunur] ap | : | juenuoo inb) peuoreu | | uoneigdrmuunp 
ja sej[auruim sapeiidtip sajuteaduio say - | aajoyiadas uos suep | | amneur ua (SLW) | 
juaguoo mb) sepe rp sojure1duro,p | | | sajeyZip seyuro1duro,p : | SyuaureuStasuat | aurKuoue | 
jeuoneu anopada uos suep sareiteip | - ; SUOISSILUNOS | AOLE sloosse ooumu : ap a8ueypa,  sener{pepeap ; 


HD ET ep 
| dNS-LSIN Seau sop ajoduoo ap 
| JUSUIMDOP ə suep siDap juos osuodo: 


ER en e e e EEE ER EEE EP EELES EDEL 


sejutaxduro p suoissiumos sap | 
UODEDUUSA eT BASS MIOTOS 91 


i 
E 
$ 
a 
| 
E E 
i 
i 


i 
VERSEHEN I T T T IT DIT EEE T TT I t a ttt ER —————————— e " OR RR EPL EEE CPE CE CLP CELL PEOPLE PELLE OLPC POS CCE SEC S 
CC HQ QNOQNE NUN NN QN QN NN EE LEE rS >So t A tt 


Vv 2851014 


Sa[qeiAno | | sap uoge»gusA ep! apjesepejSIp saywiaidwia |  ainsspupps;eyg  saupidwa p 
aipaeiupey | 


——————————————————— NEES VITRE eR ttt 


000045 


Ee e eet t tet tu ett AAA AN tet tette tetto tette ANNA 
Ri 


sÁed 

DUP sap oousdojuo 
epap saneuajied | 

sap 12 stu[-syeg | 

sa 22A? sanbinaiuoiq 


SISUUOD ap surp | 


i d Immigration, Refugees Immigration, Réfugiés 
and Citizenship Canada et Citoyenneté Canada 

Information di$closed under the Access to Information Act 

L'information divulguée en vertu de la loi sur l'accés à l'information 


Normes de service et remarques: 


+ Les heures de service normales du SCICTR en ce qui concerne l'examen et le 
traitement de transactions biométriques applicables seront de 24 heures par jour, 
7 jours par semaine et 365 jours par année. Le temps de réponse est mesuré de la 
réception de la transaction par le serveur NIST de la GRC jusqu'à l'envoi des 
résultats de la recherche de la GRC au SMGC. 

+ Le traitement manuel par le SCICTR pour les soumissions d'empreintes 
digitales sera effectué du lundi au vendredi, de 7 h à 23 h (heure normale de 
l'Est). 

* Les niveaux de service seront analysés par IRCC et signalés de facon trimestrielle 
pour veiller à ce que les niveaux de service soient respectés et modifiés, au besoin. 

* Tout problème lié au temps de réponse sera acheminé à la haute direction 
immédiatement aux fins de règlement. | 

* Compte tenu des temps de réponse moyens de la GRC en 2014 et en 2015, 
l'objectif opérationnel de la GRC et le souhait d'IRCC de faire réduire les 
normes de service en vue de refléter les temps de réponse réels, toute 
augmentation considérable du temps de réponse sera acheminée à Ia haute 
direction immédiatement. 

+ IRCC peut utiliser le Centre d'information de la police canadienne (CIPC) 
pour compléter les renseignements reçus au moyen d'une soumission au 
SCICTR. L'utilisation du CIPC par IRCC est assujettie à un PE distinct. 


e La GRC avisera IRCC au moins cing jours ouvrables avant toute interruption prévue 
des systemes. | 

+ IRCC présentera une demande de suppression des renseignements de l'immigration 
d'une personne de trois à cing jours ouvrables aprés que cette personne soit devenue 
un citoyen. 


i8 
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ana Citizenship : 
POLICE (h 


11 This Annex outlines how IRCC and the RCMP will collaborate on internal and 
External communications and ensuring an RCMP presence in citizenship 
ceremonies. 

2. 


a) Communications will be understood to apply to internal and external 
communications whether carried out through community relations, public 
opinion research, media relations, news releases, publications, announcements 
and other materials, advertising, events, and postings to corporate web sites or 
social media. 


b) Timely and coordinated communications with various external and internal 
audiences is desirable, especially in view of the shared mandate and common 
interests and needs of the Participants in the enforcement of immigration and 
citizenshiplegislation. 


c) Timely and coordinated communication between the Participan 
through regular meetings and on-going dialogue to support tel 
understanding of priorities and to plan ia discharge thejoint communications 
activities described in this M A 


d) There isaneed for ongoing collaboration on issue-specific initiatives, given that 
IRCC and RCMP individual and joint policies, programs and activities often 
revolve around matters of sensitivity that can involve or have an impact on other 
partners. 


There is a benefit to be derived from sharing knowledge and research on 
migration and diversity. Consequently IRCC and the RCMP will collaborate 
in supporting research and promoting policy research exchanges. The aim isto 
improve both organizations’ understanding of critical public policy issues and to 
strengthen their capacity to take strategic action. 
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f) Each participant has its own communications policies, standards, approaches, 
internal structures and resources to respect in managing communications as well 
as external requirements such as Privacy and Access to Information legislation 
or standards and procedures of other bodies such as Treasury Board policies on 
communications and federal identity. 


3.1 The Participants acknowledge that: 


The primary coordination role will be discharged by the Directors General of 
Communications responsible for communications in each organization. 


junications coordination has as its objectives to: 


hance strategic communications planning to maximize the 
communications opportunities, soasto support the operational objectives, 
enhance the collaborative and coordinated work of the Participants, 
develop integrated Government of Canada messagin 


ensure consistency and accuracy in messagin 


e provide advance notification of communications activities to allow 
appropriate t time for th ants to be notified of events in advanc 
an pups responsive messages. Generally, th n 
tin th ching and issue-specific 
unications goals, messages, strategies, tactics/tools and 
A resolve concerns either Par rti cipant might have in advan 
pe Le ep gea — ae ar and communications 


e provide consistent interdepartmental co-ordination. 


c) Itis necessary to share, in a timely manner, communications initiatives, such as 
news s releases Or inedia lines/callsthat impact or reference either or both 
1 emajor events of direct relevance tojoint BE rations or 


an incident, event, announcement an 


d) Joint communication with thei 
modalities of this M 
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4. PROCESS 


44 Further to Annex II, Section 2.3, the Participants will establish a process to jointly 
manage, communicate and share a 'heads-up"on emerging issues that may have an 
urgent communications dimension and/or an immediate need to communicate with 
stakeholders orthe Canadian public. The Participants will undertake to implement 
the process within sixty (60) days ofthis Annex coming into force. 


rticipants undertook to establish a process, which can be found in the 
imunications Árrangement (Appendix A). 


i structure, communications activities can be accepted atthe 
national or regional level. As the regional Oiee i dg the communications 
support to the respective local IRCC offices, RCMP detachments should expect local 
communications initiatives that impact IRCC’s mande to be approved by the IRCC 


regional office with an information 'heads-up" to the IRCC national (NHO) office. 


5.2 Within the RCMP structure, RCMP regional operations and divisions should also 
informthe RCMP's National Communications Services (NHQ) of any initiatives 
in accordance with the RCMP's Issues Management Standard Operating Procedure. 
Local communications initiatives related to immigration, citizenship and passport 
enforcement are to be cleared at a minimum by the appropriate RCMP Division 


communications office. 


5.3 Such matters having the potential for national or international attention will be 
approved in consultation with the RCMP's National Communications Services 
Headquarters in Ottawa, in accordance with the RCMP'sMedia Relations Standard 
Operating Procedure. 


6. PRESENCE of the 


6.31  Thecitizenship ceremony is an important event wherein the government and people of 
Canada mark an important milestone in the lives of new citizens. The ceremony should 
be decorous, meaningful, and symbolic of Canada as well as — asignificant 
community relations goal. Therefore, as an internationally recognized symbol of 

Canada, the RCMP member(s) rein the ceremony should be dressed in Review 


Order (Red Serge) which will complement favorably a citizenship ceremony. 


articipants mutually accept that: 


mumitted to supporting its presence at citizenship ceremonies 
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its availability and on an entirely voluntary basis. As much as possible, and 


within 
as resources permit, the RCMP will use its discretion to designate members 


and local levels, and subject to 
itizen hip ceremonies: 


a) Can nada Day - July 1 
itizenship Week - October (278 — 


itizen se à ceremonies th 


P 
p 


DR AR, 


d) Requests for participation at citizenship ceremonies can be routed to the local RCMP 


detachment as per usual, ideally 2 weeks or more in advance. 


e) Each request will be reviewed for approval ai ar nd resources will be is ned based on 
availability and operational needs. The RCMP will en mmodate short 


notice, ad-hoc requests for attendance where b 


The RCMP end ceremonies, 
REC wil 


Should a retired roe wish to participHfté ina pres ceremony, I 
communicate with the local RCMP detachment to ensure that the members are 
aware of the activity. 


The RCMP 
— at ti 


acknowledges that IR n share the name of the RCMP officer that 
12 pr as required (for acknowledgement before, during or after 
an ind materials distributed at the ceremony). 


itizenship ceremonies, RCMP members will perform such 


oil duties i in V Review Order (Red Serge). 


ies of communication and to meet as 
iat may arise. 


The Participants will maintain open lir 
necessary to resolve any operational issues tl 


rimary contacts for the Participants responsible 
. This is includes the interpretation, 


his Annex and addressing any issues th 


from it. 
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enated 


7.2 For the purposes of this Annex, the following officials are the Desi; 


Represen tatives: 


Director General 
N ational Con muni 
73 Leikin Drive, Ottawa, Ontari 


For IRCC: Director General 
Communi 


ee + eral, 


300 Slater Street, Ottawa, on ri 


iün g ar id delivered to the ol her Particip ant via 


The Participants will make every Teaonanie E to prevent a dispute BU from 
. In the event of a dispute, the Parti 


rpretation or ibietiis of this Ann ii 
he lowest administrative level possible. 


will endeavor to jointly resolve the matter at th 


82  Intheevent a dispute cannot be resolved amicably, the Participants will escalate the 
matter in accordance with the procedures set out in the MOU for dispute resolution. 


9.1 


the provisions of the iv 
nine and every five (5) year ann e ary 


ame to the Participants. 


9.2 Each Participant will notify the other Participant in the event that a 
Annex are not respected. 


rminated in one of the following ways: 


time by written acceptance of the Participar 


Ba g 
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articipant fails to meet its obligations under 


an n having followed the dispute prevention and resolution 


provisions in Seion 8 of the ann 


their (—€— to protect and maintain the 
annex, ; includ "T retention and disposal 


nex may be amended at a ny time by mutual consent, in writing, of the 


ipants. 


12. 


. The A its will absorb all incremental costs Mortui with the operation 


12.2 The Participants will each bear its own costs in performing their respective activities 
an ind responsibilities under this Annex. 


13. EFFECTIVE DATE 


This Annex will become effective on the date it is signed by the last of the sign 


and remain in effect until terminated in accordance with the procedures set out in this 


13.1 


INI WITN ESS THEREOF, this Annex, i in both official languages, was signed in duplicate, 
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Natonal Communication Services 
73 Leikin Drive, Ottawa, Ontario 
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IR RCO) A fe major even 


ent ar d/or spe akin 
ention. 


Notification made through this communications arrangement does not exclude the requirements for 
policy centers to communicate with one another through their established operational channels. This 


communications arrangement is meant to complement the exchange of operational communications at the 
The circulation of the information provided 


policy working level. Information exchange will be reciprocal. T} 
by RCMP Communications to IRCC Communications, or vice versa, will be treated with sensitivity and, 


as appropriate, will be limited to a select few senior officials at IRCC or RCMP. Information provided by 
Minister) without 


RCMP Communications will not be shared by IRCC Communications (ie. Briefing to À 
approval by the RCMP. Likewise, information provided by IRCC Communications will not be 
approval by IRCC. 


imunications alerts will be delivered from the media relations uni 


[RCC media relations unit at a specified to be determined email box 
ging HET events. Due to sensitivities and often 
rmation tied to these major events, it is understood that 
IF will limit membership in this email box to 
and departmental liaison. It will be the lead 
hip list current. For Provincial/Territorial 
o IRCC whenever — 


onsibili 
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IRCC - RCMP 


mandate are to be shared by th uni E J with IRCC media 
This includes: providing dé dues news releases, 


relations prior to public use. 


info, media lin ig points for spokespersons. 


grity, RCMP National HQ is responsible for 
ith — to ee 


nee g IRCC with tim 


nunications. Consultations with IR 


c id the media in a tim ely Mmari 


IRCC, as soon as possible, on an 


MP and IRCC will start in iplemen on 
entatives. 


nd Evaluation: 


irrangemer be reviewed on a reg 


will meet at least ann 
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IN L NAL it jiés et et Citoyenneté 
R cc ,) ET LA G & NI 
rés collective nm 


La présente annexe décrit les modalités de la collaboration d'IRCC et de la GRC en 
matière de communications internes et externes pour assurer la présence de la 
GRC aux cérémonies de citoyenneté. 


Les participants reconnaissent ce qui suit : 


a) « Communications » s'appliquera à toutes les communications externes, 
qu'elles soient faites sous forme de relations avec les collectivités, de recherche 
sur l'opinion publique, de relations avec les médias, de communiqués, de 
publications, d'annonces et d'autres matériels, publicité, événements publics ou 
affichages sur les sites Web des médias sociaux et organisationnels. 


Des communications opportunes et coordonnées avec divers publics externes et 
internes sont souhaitables, compte tenu surtout du mandat que se partagent les 

participants et de leurs intéréts et besoins communs aux fins de l'exécution de la 
législation en matière d'immigration et de citoyenneté. 


c) Des communications opportunes et coordonnées entre les participants doivent 
avoir lieu au moyen de réunions périodiques et d'un dialogue constant visant à 
soutenir une compréhension mutuelle des priorités et à planifier et réaliser les 
activités de communication communes décrites dans le présent protocole 
d'entente (PE) et ses annexes. 


d) Une collaboration constante est nécessaire à propos d'initiatives portant sur des 
enjeux particuliers, étant donné que les politiques, les programmes et les 
activités d'IRCC et de la GRC, qu'ils soient propres à chaque partie ou 
communs, portent souvent sur des renseignements sensibles qui peuvent viser 
d'autres partenaires ou avoir une incidence sur eux. 


e) L'échange de connaissances et de résultats de recherche sur la migration et la 
diversité peut comporter des avantages. Par conséquent, IRCC et la GRC 
collaboreront en vue d'appuyer des recherches et de favoriser le partage des 
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résultats des recherches stratégiques. L'objectif est d'amener les deux 
organisations à mieux comprendre les enjeux déterminants des politiques 
publiques et de renforcer leur capacité à prendre des mesures stratégiques. 


f) Chaque participant doit se conformer à ses propres politiques, normes, 
approches, structures internes et ressources en matière de gestion des 
communications, ainsi qu'à des obligations externes, y compris la Loi sur la 
protection des renseignements personnels et la Loi sur l'Accés à l'information, ou aux 
normes et procédures d'autres organismes, notamment aux politiques du 
Conseil du Trésor sur les communications et à la coordination de l'image de 
marque au sein du gouvernement fédéral. 


ORDINATION 


iis recor 


3.1 Les participa aissent ce qui suit : 


a) La coordination principale est assurée par les directeurs généraux responsables des 
communications dans chaque organisation. 


b) Lacoordination des communications vise les objectifs suivants : 


e améliorer la planification des communications stratégiques en vue de 
maximiser les occasions de communications en vue d'appuyer les objectifs 
opérationnels, d'améliorer les travaux collaboratifs et coordonnés des 
participants, de rédiger des messages intégrés du gouvernement du 
Canada, au besoin, et de veiller à l'uniform ité et à l'exactitude des 
messages échangés par les participants; 


ignaler les activités de comn iunication au préalable afin de donner aux 

icip: ints le temps requis pour preno i nnaissance des évén 
enir et de préparer des messages complém . Habituellemen 
participants auront le temps d'accepter mutuel ement les objectifs, messages, 
stratégiques, tactiques/outils et responsabilités généraux et ida sur des 
enjeux précis en matiére de communication; d'aborder à l'avance les 
préoccupations de l'un ou I’ autre des participants pour que i participat 
puissent s'améliorer et se rensei; 
communication qui ne sont pas directemen 
organisations; et 


its 


igner sur des questions et des occasions de 
une ou l'autre des 


& fournir un 


c) 


Chaque partie se doit de communi 
initiatives en matière de communi 
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infocapsules, qui ont une incidence ou portent sur un des participants ou les 
deux. Cela comprend les événements majeurs qui sont directement importants 
pour les opérations conjointes ou la gestion horizontale des communications. 
Aux fins de la présente annexe, un événement majeur constitue un incident, un 
événement, une annonce et/ou une allocution susceptibles de susciter l'attention des 
médias canadiens ou internationaux. 


d) La communication conjointe avec les employés de chaque participant sur les 
objectifs et les modalités du présent PE et de toute modification de celui-ci est 


requise. 
4. PROCESSUS 


4.1 Pour donner suite à la section 2.3 de l'annexe IL, les participants établiront un 
processus visant à gérer, à communiquer et à échanger conjointement des avis sur 
des nouvelles questions pouvant constituer une urgence en matière de 
communication et/ou un besoin urgent de communiquer avec des intervenants ou 
avec le public canadien. Les participants tenteront de mettre en ceuvre ce processus 
dans les 60 jours qui suivent l'entrée en vigueur de la présente annexe. 


articipants ont convenus d'établir un 
angements en matière de communi 


5.1 Au sein de la structure d'IRCC, les activités de communication peuvent être 
approuvées a au niveau national ou regional Comme le opes diio fourni 


en en matière d nmurni 

détachements de la CRC devraient s'attend qui um 
locale ayant une incidence sur le mandat d'IRCC s soit approuvée par le bureau local 
et qu'un avis soit envoyé au bureau national d'IRCC (Adimirinteilion chtis 
LAC). 


5.2 Au sein de la structure de la GRC, les opérations régionales et les divisions doivent 
également informer les Services de communication nationaux (Direction générale 
[DG]) de ces initiatives, conformément à la procédure normalisée d'exploitation de 
la GRC concernant la gestion des questions d'intérét. Les initiatives de 
communication locales liées à l'exécution de la législation en matiére d'immigration, de 
citoyenneté et de passeports sont autorisées à tout le moins par le bureau des 

iunications de la division appropriée de la GRC. 


5.3 Les communications susceptibles d'attirer l'attention à l'échelle nationale ou 
internationale sont approuvées apres la consultation des Services de communication 
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nationaux de la GRC, à la Direction générale à Ottawa, conformément à la procédure 


normalisée d'exploitation de la GRC concernant les relations avec les médias. 


PRÉSENCE de la GRC AUX CÉRÉMO 


iportant au cours duquel le 

ie étape marquante dans la vie 
des nouveaux citoyens. La cérémonie doit étre respectueuse, marquante et 
représentative du Can ada, et atteindre un objectif in iporta ntauc — des relations 


comr forme de la CRC constitue um 


événement in 


La cérémonie de citoyenneté est un 


gouvernement et la population du Canada soulignent ui 


?g 


iunautaires. Cela dit, comme lunii 
onie doiven 


Canada recor 


F 


Les participants acceptent mutuellement ce qui suit : 


a) La GRC demeure ee à appuyer sa présence aux cérémonies de citoyenn 
1 une façon entièrement bénévole. Dans la mesure du 
possible, et lorsque les ressources le permettent, la GRC décidera de désigner des 


membres aux fins de leur participation à une cérémonie. 


b) La GRC, aprés en avoir discuté à l'éch ‘rionale et locale et selon la disponibilité 
ete clés suivantes: 


de ses membres, accordera la priorité aux cérémonies de citoyenr 


£) Céériones de ci oc un ande visibilité ou ayant un intérêt 


communautaire considérable 


icipe, la GRC assumera tous les coûts liés à la participation de ses membres à 


f3 
ist 


des cérémonies. 


eté peuvent être 
de (idéalement deux 


an articipation à des cérémonies de citoyenn 
nhe ee au détachement de la GRC local, comme d'habi tu 
aines à l'ava nce). 


ide sera évaluée, et les ressources seront affectées en fonction de la 
els. La GRC participera aux 


Ch aque cemar 
disponibilité des membres et des besoins opérationr 


cérémonies a court préavis ou spéciales, si possible. 


f) La GRC peut désigner des membres de service ou retraités aux fins de la 
participation à des cérémonies. Si un membre retraité oa pa ook de aun 
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local pour veiller à ce que les membres soient au courant de l'activité. 


g) La GRC reconnait qu’IRCC peut diffuser le nom de l'agent de la GRC qui a présidé à 
la cérémonie, s'il y a lieu (à des fins de reconnaissance avant, pendant ou aprés la 
cérémonie et dans le matériel distribué à la cérémonie). 


h) Lorsqu'ils srémonie de citoyenneté, les membres de la GRC 
exécuteront leurs tâches cérémoniales en tenue de parade (tunique rouge). 


issent au 


cee LI sic al ie iui ent des COMTI ucalions Ouvertes et Ep reu + 
besoin pour régler tout problème pouvant survenir. 


GNES 


7.1 


concernant la ae m 
découlent. 


7.2 Les personnes qui suivent sont les fonctionnaires désigné 
présente annexe : 


Pour la GRC : Directeur général 
Services nationaux dec communi 


Directeur général 
Direction gen érale des communi 
65, avenue Laurier Qu 


Directeur général 

Direction générale de l'orientation des programm 
de citoyenneté et de passeport 

300, rue Slater, Ottawa (Ontario) 


7.3  Lesavis découle: r it de la présente ann 
par l'intermédiair anta 


8.1 Les participants convienn nent de déployer tous les efforts raisonnables "m ion un 
différend découlant de l'interprétation ou de l'administration de la pes on innexe. En 
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it la question à 


cas de différend, les participants s'efforcent de régler conjointemer 


échelon administratif le plus bas possible. 


82 Siun différend ne peut pas être réglé à l'amiable, les participants acheminent la 
question à l'échelon supérieur conformément aux procédures de réglement des 


différends établies dans le PE. 


9. SURVEILLANCE 


91 Les par ; 


t cip ar 
présente annexe pour s'assurer qu'elles sont conforn 
sont à jour à la date du cinquième ann 


iversaire de sa sign 
par la suite, ou conformé ; 


its doivent examiner les pratiques et les — établies dans la 
nes et que les dispositions du PE 
iature, dn tous les cinq an 


élais conven 


9.2 Chaque participant avisera l'autre participant en cas de non-respect des modalités de la 
présente annexe. 


10. RÉSILIATION 


10.1 La présente annexe peut étre résiliée de l'un 


is en 


a) àtout moment si les participar 


trois (3)n mois; ou 


c) par l'un ou l'autre des participants en tout temps si l'un al : 
respecter les obligations qui lui incombent en vertu de la niv ann 
et apies avoir suivi le processus de prévention et de réglement des differen 


tinuer de protéger et de préserver 
rtu de la présente annexe, y compris de 


deux Poids 
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12. DISPOSITIONS FINANCIEI 


12.1 Les participants assument leurs propres coüts lorsqu'ils échangen aris 
aux termes de la présente annexe. Les participants assument tous les coûts 
supplémentaires rattachés à l'administration de la présente entente. 


12.2 Les participants assument leurs propres coûts liés à l'exécution de leurs activités et 
obligations aux termes de la présente annexe. 


13. TRÉE EN VIGUEUR 


13.1 La présente annexe entrera en vigu ignature par le dernier des 
ig Bates E le demeureraj jusqu’ à ce qu’on y mette un terme conformément à la 


14. 


EN FOI DE QUOI la présente annexe, rédigée dans les deux langues officielles, a été signée 
en deux exemplaires, chaque exemplaire étant également valide. 


Directeur gen j Hi | Date 
365, avenue Laurier Oui 


Directeur gen né 

Direction gér 
grammes de citoyen: mum 

300, rue S ater, Ottawa (On 
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— unicat ons 


ument consiste à conclure un 
IRCC) pour les événements majeurs qui ont ur 
it 
ition des médias ca: 


ierie royale du Can 


e incidence sur IRCC. Un 


ionce et/ou ur 


incident, une activité, ur 


évén ent majeur est un 


:e allocution susceptibles 


ip an 


de susciter l'atter adiens et/ou internationaux. 


tification préalable des activites de communi 


ee mm 


° Une Se interminis 
e Line pl ann 


e Des messages intégr 


La notification effectuée dans le cadre de la présente entente en matière de communications n'exclut pas 
l'obligation pour les centres de décision de communiquer entre eux au moyen des mécanismes 
opérationnels établis. La présente entente en matière de communications vise à compléter l'échange de 
communications opérationnelles au niveau des travaux stratégiques. L'échange de renseignements sera 
réciproque. La circulation de l'information fournie par les Communications de la GRC aux 


F: 


Communications d'IRCC, ou vice-versa, sera traitée d'une facon aj 


To 


ropriée et, au besoin, ne sera 


divulguée qu'à quelques cadres supérieurs sélectionnés à IRCC ou à la GRC. L'information fournie par 


les Communications de la GRC ne sera pas diffusée par les Communications d'IRCC (c.-à-d. présentation 


à l'intention du ministre) sans l'obtention de l'approbation préalable de la GRC. De méme, l'information 


fournie par les Communications d'IRCC ne sera pas diffusée par les Communications de la GRC (c.-à-d. 


présentation à l'intention du ministre) sans l'obtention de l'approbation préalable d'IRCC. 


Éléments précis de l'entente : 


En cas d'événement majeur, le g abe = relations avec les médias de la Direction 


avec les médias d'IR 


ertes au groupe des relations 


CC à une adresse es spécifique. En raison de la nature 


délicate et souven 


majeure, il se peus que le temps requis pour communi 


lonnaire des Me avec les médias, au saepe en ch 
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it accès à Ia boite de messagerie. 
territoire, la GRC fournir 
rs des relations avec m médias de la 


stratége en chef de tenir 


à jour la liste des personnes ayal 


Pour les événements majeurs dirigés par une province ou un 


Bi. avis à i ‘se da $i 


| e du possible. Le gr 
DG de la GRC et le groupe des relations avec les n 


la ESUE 


* 


produit de communications pour des événemen 
it de les diffu 
rnir des avis aux médias, des communi 


ations aval 


une ou l’autre des organi 


infocapsules et des notes d’allocution pour les porte-parole. 


it le public et les medias sur des questions 


liser rapidemer 
elles. La GR 
celui-ci. 


C avisera IR 


opération RCC dès que possible de toute question ayan 


répercussions sur 


en matière de communications ne s'applique pas si la GRC enquête 


ent et modifiée, au besoin. La GRC et IK 
ier les procédures et recomman 


: vue d’examin 
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IRCC-RCMP MOU Annex Il — List of IRCC Designated Officials 


This will be updated annually at the working level, or as deemed necessary by the Participants. 
This is understood to provide the RCMP with direction on whom they should contact in relation 
to activities as listed in the /RCC-RCMP MOU Annex II: Investigations and Referrals for 
Prosecution (2021). Information collected through parties listed in this document may not be 
shared with a separate party other than with CBSA as indicated below. 


1. Collection and Disclosure of Information (non-8(2)(e) or (f)) 


1.1. For matters involving potential implications to passport entitlement (not related to national 
security), please contact the Centralized Network's Passport Tactical Intelligence Unit, 
which operates 24 hours a day, 7 days a week, 365 days a year. 


e Email: QCcic.dc.ca" 
e Tel: 


e Officials: Analysts, Program Officers, Operations Manager 


* Please note that this is not a secured mailbox. Encrypted files may be sent directly to 
officials of CN's Passport Tactical Intelligence Unit. 


1.2. For matters concerning national security and/or the prevention of terrorism, contact Case 
Management Branch's Security Cases Unit. 


e Email: 
e Officials: Analysts, Assistant Director 


* Please note that this is not a secured mailbox. Encrypted emails are not accepted. If the 
information/document is sensitive the Security Cases Unit will provide the requester with a 
classified email address to use. 


1.3. For requests related to the Security of Canada Information Disclosure Act (SCIDA) and for 
requests related to the Secure Air Travel Act (SATA) please contact Case Management 
Branch's Security Division. 

e Email: cic.dc.ca 
e Officials: Analysts, Assistant Director 


1.4. For all other matters without potential implications to passport entitlement or national 
security, contact IRCC's Access to Information and Privacy (ATIP) Section. 
e Email: cic.qc.ca 
e Tel: 
e Officials: ATIP Liaison Officers 


Last updated July 20 2021 1/5 
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2. Confirmation of Citizenship 

2.1. Contact Citizenship and Passport Cases Division's Cases and Advice Unit. 
e Email 
e Officials: Analysts 

3. Document Analysis and Seizures 

3.1. Contact the Domestic Network’s Risk Assessment Office (foreign passports, travel and 
identity). 

e Email: 

e Officials: Risk Assessment Officers 

3.2. Contact CBSA’s Document Intelligence office. 
e Email: Dcbsa-asíc.do.ca.ca 
e Officials: Senior Program Officers or Advisors 

4. Facial Recognition System Queries 

4.1. Please contact the Centralized Network's Passport Tactical Intelligence Unit, which 
operates 24 hours a day, 7 days a week, 365 days a year. 

e Email 

e Tel: 819-934-3159 (24/7) 

e Officials: Analysts, Program Officers, Operations Manager 

4.2. For national security related matters, during regular work hours, please contact Case 

Management Branch's Security Cases Unit at. 

e Email: Mcic.ac.ca 

e Officials: Analysts, Assistant Director 

Note that in order to do a facial recognition check for a national security investigation, we 

will require a SCIDA request. 

5. Malfeasance (employee misconduct) Investigations 
5.1. Please contact the Chief Security Officer’s Corporate Security Division, Corporate 

Security. 

e Email: WCC dC. 

e Officials: Personnel Security Manager; Assistant Director Administration, Security and 
Accommodation, Director of Corporate Security, Administration, Security and 
Accommodation 

Last updated July 20 2021 2/5 
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6. Passport Refusal, Revocation, and Cancellation 


6.1. Please contact the Centralized Network's Passport Tactical Intelligence Unit, which 
operates 24 hours a day, 7 days a week, 365 days a year. 
e Email: cic.dc.ca 
e [elephone: 
e Officials: Analysts, Program Officers, Operations Manager 


6.2. For passport-related matters that concern national security and/or the prevention of 
terrorism, contact Case Management Branch's Security Cases Unit. 


e Email Ocic.gc.ca 
e Officials: Analysts, Assistant Director 


7. Privacy Act 8(2)(e) Requests for Information 


7.1. Contact the Access to Information and Privacy (ATIP) Division. 


e Email: Doic.qc.ca* 

e Tel: N/A, available upon request 

e Mailing Address: Access to Information and Privacy Division 
Immigration, Refugees and Citizenship Canada 
360 Laurier Avenue West 
Ottawa, Ontario, K1A 1L1 

e Officials: Team Coordinators, ATIP Clerks 


* Please note that this is not a secured mailbox. For instructions on how to provide an 
encrypted email, please contact the generic mailbox. 


In order for IRCC to provide RCMP with information under paragraph 8(2)(e) of the Act, 

we will require a written request containing the following information: 

e the name of the investigative body; 

e the name of the individual who is the subject of the request, or some other personal 
identifier; 

e the purpose of the request and a description of the information to be disclosed; 

e the section of the federal or provincial statute under which the investigative activity is 
being undertaken; 

e the hand-written signature of RCMP's Inspector, Superintendent, Chief Superintendent, 
Assistant Commissioner, Deputy Commissioner, Commissioner, Director General, 
Director, Commanding Officer, or Criminal Operations (CROPS) Officer. 
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8. Privacy Act 8(2)(m)(i) and (ii) Requests for Information 


8.1. Contact IRCC's Privacy Assessment Unit, within the ATIP Section. 


e Email 

e Telephone: "Upon request” depending on the nature of the inquiry (no generic phone 
number available) 

e Officials: Policy Advisors 


* Please note that this mailbox does accept encrypted emails. 


9. Referrals of Revocations of Citizenship and Abuses of Citizenship Certificates 


9.1. Contact Case Management Branch's Citizenship and Passport Cases Division's 
Revocations Unit. 


e Email: OCic.dc.ca 
e Officials: Analysts and Senior Analysts 
10. Requests for Affidavits, Production Orders, and Court Documents 


10.1. Contact Case Management Branch's Litigation Management Division, Court Coordination 
group. 


e Emall: 
e Officials: Litigation Analysts, Assistant Director 


11. Seized/Surrendered/Found Canadian Passports and Other Travel Documents 


11.1. Please contact the Centralized Network's Passport Tactical Intelligence Unit, which 
operates 24 hours a day, 7 days a week, 365 days a year. 


e Email: 
e [elephone: 
e Mailing Address: 


e Officials: Analysts, Program Officers, Operations Manager 
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12. Visa/eTA Cancellations and Revalidations 

12.1. For general visa/eTA cancellations and revalidations contact the IRCC eTA supervisors 
group. 
e Email: @cic.gc.ca 
e Officials: Forms Control Officers, Officers 
Process: Forms Control Officer authorizes cancellation; Officer sets the counterfoil status 
to cancelled; Officer or support staff voids the affixed counterfoil in passport with a 
designated stamp. 

12.2. For matters that concern national security and/or the prevention of terrorism, contact Case 
Management Branch's Security Cases Unit. 
e Email 
e Officials: Analysts, Assistant Director 

13. Visa/eTA Refusals 

13.1. Please contact the Irregular Migration and Risk Intelligence, International Network, 
Generic mailbox: 
e Email Qcic.dc.ca 
e Officials: Risk Assessment Officers 
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1. Executive Summary 


This report is a Privacy Impact Assessment (PIA) for the renewal of the Memorandum of Understanding 
between Citizenship and Immigration Canada (CIC) and the Royal Canadian Mounted Police (RCMP). The 
partnership between CIC and the RCMP is vital to ensuring the effective administration and enforcement 
of the /mmigration and Refugee Protection Act (IRPA), and the Citizenship Act. The key objectives of the 
CIC-RCMP partnership are to preserve the integrity of Canada's immigration, refugee and citizenship 
programs; to maintain and protect the health, safety and security of Canadians; and to promote 
international order and justice by denying the use of Canadian territory to persons who are likely to 
engage in criminal activity. The MOU includes annexes covering criminal screening, intelligence sharing, 
referrals for prosecutions, RCMP attendance at citizenship ceremonies, and communications. 


is shared. The MOU 
line with new 


This report analyzed all aspects of the MOU and annexes where personal informat : 
and annexes contain significant safeguards for the protection of personal informatio 


screening; intelligence sharing; and referrals for prosecutions. Each 
risk. No risks were identified in relation to intelligence sharing and r 
identified in the context of criminal screening, specifically witl 


information. The report outlines detailed mitigation strategies 1 er to address these risks. 
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2. Introduction 
2.1 Report Objectives 


This Privacy Impact Assessment (PIA) has been prepared by CIC's Operational Management and 
Coordination Branch (OMC). 


The objectives of this report are: 


> To determine if there are privacy risks associated with the implementation of the new MOU and 
annexes 


> Where risks are identified, to establish mitigation strategies to address them 


> To ensure that privacy is considered throughout the project development 
privacy impact assessment is documented assurance that privacy issues hav 
adequately addressed. 


le. The result of a 
1 identified and 


2.2 Scope of PIA 


The following tasks outline the scope of the 


descriptions Ur th 
Questionnaire A; 


dentification 
inder the MOU 


k pth analysis of any areas of significant risk in the exchange of personal information under 
this MOU 

g. Possible options and/or recommendations to eliminate or mitigate privacy risks including 
regulatory options, with a statement of the implications associated within those mechanisms 
where relevant, including, if appropriate, information on similar proposals and privacy risks 
identified 1n other jurisdictions and how those risks were handled; 

h. Description of any residual or outstanding risks that cannot be addressed through the mitigation 
mechanisms. 


Out of Scope: This review does not include upcoming initiatives relating to biometric screening of 


temporary resident applicants (related to the Temporary Resident Biometrics Project) and screening under 
refugee reform pilot. Separate PIAs will be conducted for these initiatives. 
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2.3 Reference Documentation 


CIC-RCMP Memorandum of Understanding (draft) 
Annex 1: Screening (draft) 

Annex 2: Referral for Prosecutions (draft) 

Annex 3: Intelligence Gathering (draft) 


Annex 4: Communications (draft) 


PIA Specific: 
Privacy Impact Assessment Guidelines: A Framework to Manage Pr 


Criminal Screening Matrix — Appendix A 


2.4 Participants 


mid Maani, CIC Refugee Branch 
a Rosenhek, CIC Refugee Branch 
Holly McCracken, CIC Admissibility Branch 


Joelle Mackenzie, CIC TR Biometrics Project 


Lara Armit, CIC Case Management Branch 


> 

> 

> 

> Robert Thompson, CIC TR Biometrics Project 

> 

> Peter Stockdale, CIC International and Intergovernmental Relations 
> 


Greg Myatt, RCMP Immigration and Passport 


000092 


Immigration, Refugees Immigration, Réfugiés 
i + il and Citizenship Canada et Citoyenneté Canada 
Information disclosed under the Access to Information Act 
L'information divulguée en vertu de la loi sur l'accés à l'information 


» Pierre Nezan, RCMP, Security and Intelligence Background Section 
> Benoit Belanger, RCMP, Security and Intelligence Background Section 
» Dennis Goulet, RCMP, CCRTIS Policy Centre 


» Brett Bush, CBSA NSSD 


2.5 Legislation and Policies 


The following legislation and policies were considered as part of this PIA: 


Legislation: 


e Privacy Act 
(For information, see: 


Privacy Regulations 


tion and Refugee Protection Act 

e Immigration and Refugee Protection Regulations 
e Citizenship Act 

e Citizenship Regulations 

e Department of Citizenship and Immigration Act 
e Royal Canadian Mounted Police Act 


e Royal Canadian Mounted Police Regulations 
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e Criminal Code of Canada 

e Criminal Records Act 

e Youth Criminal Justice Act 

e Identification of Criminals Act 


e Charter of Rights and Freedoms 


Policies: 


e ‘Treasury Board of Canada Secretariat Policy on Privacy Protection and rela 
(For information, see: http://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=12510) 


licy instruments 


instruments 
(For information, see: http: 


e CIC Privacy Impact Assessment Hand 
(http://cicintranet.ci.gc.ca/connexion/inf 


e CIC Information Sharing Policy 
(http://cicintranet.ci 


migration/in/index_e.asp) 


Directives: 


e Directive on Privacy Requests and Correction of Personal Information 
(For information, see: http://www.tbs-sct.gc.ca/pol/doc-eng.aspx?1d-18311) 


e Directive on the Administration of the Access to Information Act 
(For information, see: http://www.tbs-sct.gc.ca/pol/doc-eng.aspx’?id=183 10) 


000094 


Immigration, Refugees Immigration, Réfugiés 
i + il and Citizenship Canada et Citoyenneté Canada 
Information disclosed under the Access to Information Act 
L'information divulguée en vertu de la loi sur l'accés à l'information 


2.6 Abbreviations Used in this Report 


The following 1s a list of abbreviations and acronyms used in the report: 


PUA, sus — Privacy Impact Assessment 

T DS antes laeditur ct Treasury Board of Canada Secretariat 

| AE Lm ue Royal Canadian Mounted Police 

(GA GERE Citizenship and Immigration Canada 

IRPA escasas Immigration and Refugee Protection Act 
RP SUR dun Temporary Resident Biometric Project 

RDS des onusta Retention and Disposition Schedule 

CBSA mess Canadian Border Services Agency 

NSSD:ss ns en National Security Screening Division (CBSA) 
NP an Access to Information and Privacy 

OMS iere Operations and Management Coordination Branch (C 
CPC teet nuts Canadian Police Information Centre (RCMP) 


NTC earn ena Criminal Name Index (RCMP) 
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3. Project Proposal 


Background 

The partnership between Citizenship and Immigration Canada (CIC) and the Royal Canadian Mounted 
Police (RCMP) is vital to ensuring the effective administration and enforcement of the /mmigration and 
Refugee Protection Act (IRPA), the Citizenship Act and other applicable Acts of Parliament. The key 
objectives of the CIC-RCMP partnership are to preserve the integrity of Canada's immigration, refugee 
and citizenship programs; to maintain and protect the health, safety and security of Canadians; and to 
promote international order and justice by denying the use of Canadian territory to persons who are likely 
to engage in criminal activity. 


CIC 1s responsible for facilitating the arrival of people and their integration into Canada in a way that 
maximizes their contribution to the country while protecting the health, safety and security of Canadians. 
The We mors a maintains Canada’ S humanitarian tradition by protecting refugees s and people in 


The RCMP's responsibilities include, but ar 
specific crimes and offences that threaten the 


common law powers. 


Proposal 


Board requi 
programs 


À ed MOU defines the basis for cooperation and coordination between CIC and "M RCMP, 
les and responsibilities of each organization, regarding managing access to Canada and 
preventing inadmissible persons from remaining in Canada through: 


information sharing and information protection; 

communication; 

fingerprinting and screening, as required, of foreign nationals or permanent residents; 
developing, analysing and distributing immigration and citizenship-related intelligence; 
investigating and, when appropriate, referring for prosecution offences contrary to the IRPA 
and the Citizenship Act 

e RCMP presence at citizenship ceremonies. 


Although this review does not specifically include upcoming biometric screening for temporary resident 
applicants (the TRBP) and Refugee Reform screening initiatives, a key objective of the process is to 


000096 


Immigration, Refugees Immigration, Réfugiés 
i + il and Citizenship Canada et Citoyenneté Canada 
Information disclosed under the Access to Information Act 
L'information divulguée en vertu de la loi sur l'accés à l'information 


ensure that the new MOU framework has the established principles, accountability structures, monitoring 
provisions, and governance mechanisms to implement new programs as they arise. Separate PIAs will be 
conducted for both the TRBP and Refugee Reform initiatives. 
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s.16(1)(b) Rp eos de cime Donec ial 
s.16(1)(c) 
4. Data Flow Analysis 


4.1 Business Flow Diagram 


RCMP Screening Process: 


CIC Screening RCMP CPIC 
Request: Check 


RCMP 
Screening Results: 


Retention: 


Referral for Investigation and Prosecution: 


RCMP Referral 
Decision 


CIC 
Referral for 
Investigation: 


RCMP 
Investigation 
Priorities 


** There may be circumstances where the RCMP will not be able to disclose results (1.e. ongoing 


investigation) — see section 4.7 screening annex. 
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4.2 Data Flow Table: Overview of Criminal Screening Process 


A more complete data flow analysis outlining each aspect of RCMP screening process is attache 


appendix A. 


Note: Biometric screening of temporary resident applicants to be implemented in 2013 is not included in the following chart as a separate 
PIA will be completed as part of the Temporary Resident Biometrics Project. 


rom eee ae e UUUUUEUUEUNUEUUEUEIUEUEEEEMEEEEEEEEEEEIEEEEEEEEE ddois 


k Immigration, Refugees Immigration, Réfugiés 
and Citizenship Canada et Citoyenneté Canada 
Information disclosed under the Access to Information Act 


s.16(1)(b) 


s.1 6(1 )(c) L'information divulguée en vertu de la loi sur l'accés à l'information 
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5. Privacy Analysis 

5.1 Privacy Risk Overview 

The RCMP MOU covers three areas involving the potential exchange of personal information: 
1. RCMP Criminal Screening (Annex 1) 


2. Intelligence Gathering (Annex 2) 
3. Referrals for Investigation and Prosecution (Annex 3) 


Each area is examined for risk in relation to the collection, use, disclosure, retention and disposition of 
personal information. 


5.1.1 Criminal Screening (Annex 1) 


ion provided by CIC for the 
p» information. In the context of 


indices (CPIC and other law EO CC databases). Personal 
purposes of screening includes both biographic and biometric ( 
screening, the RCMP provides a service to 
eligibility determinations under IRPA or the 
record or criminal intelligence information. Fo 
previous claims under another identity. 


annex: 


IC and the RCMP will jointly develop screening guidelines as may be necessary 
i SF to the various lines of business where CIC sends requests to the RCMP for 


6. Unless otherwise provided by law, personal information covered in this annex will not 
be used, disclosed or retained for purposes other than for the purpose for which it was 
collected. 


The annex is intended to be principles based, with the implementation of screening guidelines 
where deemed necessary in order to provide additional guidance, instruction or clarification. Many 
of the current screening programs are already detailed in CIC manuals. Annex *A" details each 
screening program including the personal information provided, legislative authority, 
policy/procedural references, and screening results. 


During the MOU consultation process, it became clear that certain aspects of the screening annex raise 
potential privacy questions in terms of access, use and disclosure of personal information. An in-depth 


000101 


Immigration, Refugees Immigration, Réfugiés 
i + il and Citizenship Canada et Citoyenneté Canada 
Information disclosed under the Access to Information Act 
L'information divulguée en vertu de la loi sur l'accés à l'information 


analysis of the screening process is provided in section 5.2 below. Risks and mitigation strategies are 
provided in section 6. 


5.1.2 Intelligence Gathering (Annex 2) 


The two organizations will share intelligence and other information relating to citizenship fraud, illegal 
migration movements, people smuggling, people trafficking and trafficking trends, fraudulent travel and 
identity document analysis, national security concerns, public security concerns, organized crime, money 
laundering, modern war crimes, crimes against humanity, genocide, terrorism, espionage and subversion. 


Any exchanges of information under this annex must relate to a lawful investigation, the administration 
and enforcement of immigration laws, including the determination of admissibility, or the administration 
and enforcement of citizenship laws. 


It is to be noted that the CBSA holds the principal intelligence gathering responsibility fo . In turn, 
the RCMP covers intelligence responsibilities related to the Citizens p. 
information exchanged with the RCMP under this annex will rela 
intelligence products and information. It is not a producer of i int 
under this annex 1s non-personal in nature: trend 1 


document abuse. 


o citizenship. CIC is a consumer of 
ence. Much of the information shared 


Privacy risk was assessed in terms of this annex, : 
are limited to the administration and enforcement 
systematic, but are case by c formation for il 
from CIC which involve th 
investigations annex (s | There are no new provisions for sharing in this annex; it is existing 
and ongoing business. — 


5.1.3 Referra igation and Prosecution (Annex 3) 


al of cases to the RCMP for investigation and prosecution. It also includes 
e referral of cases involving employee malfeasance. This annex supports the RCMP law 
mandate to investigate and refer for prosecution individuals who are alleged to have 
committed offences under IRPA or the Citizenship Act. CIC officers have a duty to apprise the RCMP of 
alleged offences and, subject to the Privacy Act provisions, to provide personal information. This annex 
reflects the ongoing and existing business and mandates of the two organizations. 


It is to be noted that in most instances of exchanges under this annex, the CIC administrative process 
would be closely related to the law enforcement process (for instance misrepresentation or fraud in the 
citizenship process being addressed as both a ground of refusal and as an offence under the Citizenship 
Act), thus minimizing the risk of irrelevant information being passed to the RCMP. Exchanges in this 
respect are within the provisions of consistent use. Where the RCMP seeks personal information from 
CIC, either with respect to an alleged offence under IRPA or the Citizenship Act, it can also avail itself of 
the provisions of subsection 8(2)(e) of the Privacy Act, and make a written request for personal 
information for *the purpose of enforcing any law of Canada or a province or carrying out a lawful 
investigation". 
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Privacy risk was examined in the context of this annex, and given the reasoning outlined above, no risk 
was identified. 


5.2 Questionnaire A: RCMP Criminal Screening (Federal Programs and Services) 


Given that risk has been identified in the exchange of personal information in the criminal screening 
process, the following detailed analysis of each of the principles of the Privacy Act has been completed. 


Privacy Act Principle 1: Accountability for Personal Information 


Questions For Analysis Provide Details 


Has responsibility for the PIA | X 
been assigned? 


Please indicate in the details 
column the name and 
position of the person 
responsible. 


Has the custody and control 
of personal information been 
determined? 


Has the accountabili 
program custodian 
personal information 


documented? Aw ne in the MOU 
Standard CIC and RCMP Audit and Evaluation 
Practices 


ar CBSA collects fingerprints in certain instances from 
private sector involved in the refugee claimants 


custody or control of the CBSA coordinates the information exchange on 
personal information? TRV screening 


If third parties or private CIC-CBSA MOU 
sector parties are involved, 

do you have an agreement in 

place that establishes privacy 

requirements? 
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Questions For Analysis Provide Details 


If yes to 1.5, are the 
requirements of the Personal 
Information Protection and 
Electronic Documents Act 
applicable if the proposal 
involves the private sector? 


Will the department be Internal audit provisions are established in the 
provided with the results of governing MOU (section 7.1) 

regularly scheduled audits 

and compliance checks on 

the privacy requirements of 

all involved parties? 


Are the requirements for the 
Treasury Board Policy on 
Privacy and Data Protection 
being followed? 


Are there any requirements in 
program legislation or 
policies on the management 
of personal information that 
affect the proposal? 


Discussion Points: No ris 
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Privacy Act Principle 2: Collection of Personal Information 


Questions For Analysis Provide Details 


What is your authority to 

collect personal information? Section 4 Department of Citizenship and Immigration. 
Sections 15 and 16 IRPA 

Please indicate the authority. Section 22 Citizenship Act 

If there is no authority, 

please consult with your 

legal advisor to determine if 

there is authority to proceed. 


Is the personal information 
collected directly related to 
an operating program or 
activity? s. 4 


Is personal information being 
collected directly from the 
individual? s. 5(1) 


If no, why not? 


Have the purposes for which 
the personal information is 
collected been documented? 


Is all the personal d 


information collected 


Yes, as part of the application form. Excerpt 
attached. 


serving as 
official contact? s. 5(2) 


Is the notice associated with 
the collection of personal 
information available and 
consistent across all mediums 
of collection? s. 5(2) 
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Questions For Analysis Provide Details 


2.8 Are secondary uses Area of risk under review - law enforcement access 
contemplated for the to CIC client fingerprints and biographic 
information collected? s. 7 information held by the RCMP; providing personal 

information to law enforcement agencies in Canada. 
If yes, describe them in the Current practices are now under review to ensure 
details column. they are within the provisions of *consistent use". 


If personal information is to 
be used or disclosed for a 
secondary purpose not 
previously identified, is 
consent required? s. 7 & 8 


If consent is not required for 
secondary purpose use or 
disclosure, is there authority 
for the use or disclosure? s. 7 
& 8 


Is information anonymized research and evaluation 
when used for planning, protocols 

forecasting and/or evaluation | 

purposes? 


Is personal information 
collected from a public 
database? 


security activities 
the collection of addition. 
personal information? 


CIC client identifier 


h a common clie 


vide details about 
the identifier. 


Discussion Points: 


2.8: Identified risk: 1) Law enforcement use of CIC client fingerprints and related biographic 
information; and 2) Law enforcement access to CIC client biographic information. Areas of risk 
under review to ensure compliance with the Privacy Act. 
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3.1 


9:3 


3.4 


3.5 


Questions For Analysis 


Is consent obtained directly 
from the individual? 


If not, eund not? 


Does consent require a 
positive action by an 
individual rather than being 
assumed as a default? s. 5, 7 
& 8 


If yes to 3.1 is the consent 
clear and unambiguous? 


If consent is sought, is the 
form of consent likely to 
stimulate negative reaction 
(for example, opt-in or -out)? 


Can an individual refuse to 
consent to the collection or 
use of personal information 
for a secondary purpos 
unless required by la 


Would the refusal 


capacity to give consent? s. 
77(1)(m) 


Are standards and 
mechanisms in place to 
ensure the recognition of 
persons authorized to make 
decisions on behalf of others 
(e.g. a minor or incapacitated 
person)? If not why not? s. 
77(1)(m) 
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Provide Details 


All immigration forms have consent provisions. The 
citizenship application form does not have consent 
for assessing eligibility. We have alerted our 
Em program to address this issue. 


e. Consent relates to the 
/— assessing admissibility or 


nt can't refuse consent 


Standard CIC practices 


Standard CIC practices 


Discussion Points: No risk identified. 
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Privacy Act Principle 4: Use of Personal Information 


Questions For Analysis Provide Details 


What is your authority to use Section 15 and 16 IRPA 


personal information? Please Section 22 Citizenship Act 
indicate the authority. 


Section 4 Department of Citizenship and 
If there is no authority please eens ian (DOIA) 

consult your legal advisor to Section 8(1) Privacy Act 

determine the authority to 

proceed with the proposal. 


Is personal information used Risk area under review. Law 
exclusively for the purpose CIC client fingerprints and bio | 
for which the information Currently reviewing practices to ensi 
was obtained or compiled? within the provisions of consistent u 
s. 7 (a) 


Are the uses of the 
information limited to what a 
reasonable person would 
consider appropriate in the 
circumstances? 


Is personal information used 
for a purpose for which the 


information may be dis 
to the program by an 
institution? s. 7 (b 


personal information is 
collected? 


Does the data matching 
activity require a notification 
to the Privacy 
Commissioner? 


Is there an activity log 
attached to the personal 
information record to record 
uses not in the [Index of 
Personal Information Banks? 
s. 9(1)? 
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Questions For Analysis Provide Details 


Is personal information used 


CIC personal information banks outline various 
for a consistent purpose that consistent uses 
is not identified in a personal 


information bank? s. 9(4) 


Discussion Points: 


Risk Identified: 4.2, 4.3 
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Privacy Act Principle 5: Disclosure and Disposition of Personal Information 


Questions For Analysis Provide Details 


Is personal information 
disclosed with the consent of 
the individual? S. 8(1) 


If personal information is not s. 8(2)(a) Privacy Act 
disclosed with consent, has 

the specific authority for 

disclosure been identified? s. 

8(2) 


If there is no authority to 
disclose personal 
information, please consult 
your departmental legal 
advisor. 


Are personal identifiers, such 
as a social insurance number, 
disclosed? 


Is the personal information to 
be disclosed limited to the 
purpose of disclosure? 


Is personal informati 
disclosed for a pur 

not identified in a person 
information bank? s. 9(4 


May be collected outside Canada but processed and 
retained in Canada 


Is there an activity log Standard CIC practices 
attached to the personal 

information record to record 

the purposes of disclosure 

not listed in the Index of 

Personal Information Banks? 

s. 9(1)? 


Is the personal information There is no CIC R&D schedule in place for 


scheduled for retention and fingerprints retained by the RCMP. 
disposition? s. 6(1) & (3) 


If yes, identify where in 
details column. 
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Discussion Points: Risk Identified: 5.4, 5.5 


5.8: CIC has identified a need to review current R&D schedules for all lines of business. This is an issue that will 
need to be addressed as part of a larger Departmental strategy to update existing R&D schedules. Consequently, the 
specific requirements for R&D schedules relating to the RCMP MOU are considered out of scope of this review. 
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Privacy Act Principle 6: Accuracy of Personal Information 


Questions For Analysis Provide Details 


Will steps be taken to ensure Standard CIC practices 

that the personal information RCMP ATIP Policies/Practices 
is accurate, complete and up- 

to-date? s. 6(2) 


Does the record of personal 
information indicate the date 
of last information update? 


Is a record kept of the source 
of the information used to 
make changes? 


Where applicable, is there a 
procedure, automatically or 
at the request of an 
individual, to provide notices 
of correction to third parties 
to whom personal 
information has been 
previously disclosed? S. 


12(2Y(c) 


Is there a record kept with- 
respect of requests fo 


Discussion Points: No risk identified. 
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Privacy Act Principle 7: Safeguarding Personal Information 


N/D 
Questions For Analysis Provide Details 
Has a Threat and Risk N/A | Outside of scope 
Assessment been completed? 


7.2 Have security procedures for Standard RCMP practices 


the collection, transmission, Specific provisions ensuring proper handling of 


storage and disposal of information also established in the MOU and 
personal information, and annexes 


access to it, been 
documented? 


7.3 | Are program and information RCMP and CIC practices an 
technology staff trained in 
the requirements for 
protecting personal 
information and are they 
aware of the relevant policies 
regarding breaches of 
security or confidentiality? 


Are there controls in place 
for any process to grant 
authorization to modify (add, 


information from recor 


Is the system desi 
access and chang: 
personal information c 
audited me date and user 


er accounts, 2 : RCMP and CIC practices and procedures. 
and Security 


Are access rights only RCMP Practices. 
provided to users on a “need 
to know basis" consistent 
with the stated purposes for 
which the personal 
information was collected? s. 
5(2) 


Law enforcement access to CIC client biographic 
information previously identified as risk. 


Are security measures CIC and RCMP Practices and Procedures 
commensurate with the 

sensitivity of the information 

recorded? 
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Questions For Analysis Provide Details 


Are there contingency plans RCMP ATIP Policies/Practices 
and documented procedures 


in place to identify and 
respond to security breaches 
or disclosures of personal 
information in error? 


Are there documented RCMP ATIP Policies/Practices 
procedures in place to 


communicate security 
violations to the data subject, 
law enforcement authorities 
and relevant program 
managers? 


Is there a plan for quality | icies/Practices 
assurance and audit programs À 
to assess the ongoing state of i : 
the safeguards applicable to 

the system”? 


set the standard for 
government. 
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Privacy Act Principle 8: Openness 


Questions For Analysis Provide Details 


Describe how the results of Summary to be posted on-line 
any privacy impact 

assessment or audit will be 

made available to the public. 


Are policies and practices The RCMP MOU and Annexes will be posted on- 
relating to the proposal's 

management and handling of 

personal information 

available to the public? 


Is there a communications 
plan to explain to the public 
how personal information 
will be managed and 
protected? 


Is there a clearly defined and | X 
easy process for individuals 

to access such information 

and/or communicate with 
appropriate individuals with 
respect to policies and 

practices relating to 

management and p 


Yes, CBSA informed. OPC informed. 


on the privacy implications 
of the proposal? 


Has the personal information 
been included in a personal 
information bank? s. 10 


Discussion Points: No risk identified. 
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Privacy Act Principle 9: Individual's Access to Personal Information 


Questions For Analysis Provide Details 


Is the system designed to CIC ATIP procedure 
ensure that an individual can RCMP ATIP procedures 
have access to his/her 

personal information 

including all other programs 

or applications that have 

received copies of the 

information? s. 12(10) 


Is the system designed to 
ensure that an individual has 
been notified that a 
correction to his/her 
information has been made? 


Are all custodians and 
participants aware of an 
individual's right of access 
and the complaint process? 


Are there documented 
procedures developed or 
planned on how to initiate 
privacy requests or reques 
for the correction of 
information? s. 12 


Has consideration bee 
to providing individuals 
"routine" C heir 


If appropriate, are individuals 
provided with access to their 
personal information in 
alternative format? s. 17(3) 


Discussion Points: CIC and RCMP ATIP Practices and Procedures. No risk identified. 
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Privacy Act Principle 10: Challenging Compliance 


Questions For Analysis Provide Details 


Are the complaint procedures CIC ATIP process 
for the proposed program or RCMP ATIP process 
service consistent with 

legislated requirements? s. 

20-35 


To improve information 
management practices and 
standards, has a procedure 
been established to log and 
periodically review the 
nature, frequency and 
resolution of complaints? 


Are there oversight and 
review mechanisms 
implemented or available to 
ensure accountability? 


Have oversight agencies, | ot at this time 
including the Office of the 

Privacy Commissioner, 

issued reports or opinions on 

issues that would be relevai 

to the proposal? 


If yes, please prov 
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6. Privacy Risk Management Plan 
6.1 Privacy Risk and Mitigation 


6.1.1 Law Enforcement Access to and Use of CIC Client Personal Information 


There are two privacy risks associated to criminal screening under the admissibility provisions of IRPA. 
To fully appreciate these risks, it is important to first set out the broader context in which they take place. 


Criminal Screening in Context 


C&I Officers perform a critical role: they must ensure all applicants for immigration and citizenship meet 
admissibility and eligibility requirements under IRPA and the Citizenship Act. Specific legislative 

provisions address criminal and security requirements with the objective of ensuri 
protection of Canada. (section 3 IRPA; section 22 Citizenship Act). With respect 


nissibility, it is not 


sophistication, it 1s essential that C&I Officers have the most ad 
identify and collect new and relevant admissibility information. 


The RCMP, as Canada's national police forc 
admissibility —— The RCMP is an 


the multitude of police and 1 
that CIC has a critical int 


There are two general types of RCMP criminal screening processes: 

1) Biometric Screening: fingerprints which includes associated limited biographic information such as 
name and date of birth; checked against the RCMP national fingerprint database (AFIS) 

2) Biographic Screening: name, date of birth, gender (without fingerprints) and related personal 
background information; checked against RCMP and law enforcement databases 


With respect to biometric information, fingerprint screening is currently conducted systematically for 
refugee claimants (but will also include temporary resident applicants starting in 2013). Biographic 
screening is conducted either systematically or on a case-by—case basis depending on the screening 
category. For temporary resident visa (TRV) applicants, it is case by case, and is based on country risk 
indicators. The RCMP provides screening results in order to assist CIC officers in making admissibility 
decisions under IRPA. This initial screening decision is conducted within the provisions of consistent use. 
The RCMP then retains the biographic and biometric information in various databases. 
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There are two circumstances where risk arises with respect to access and use of CIC screening 
information. 


1) Fingerprints Submitted by Law Enforcement Agencies Matching against CIC Fingerprints and 
Potential for Secondary Use 


Issue: Following an initial RCMP screening decision, a fingerprint submitted by a law enforcement 
agency can match to a CIC client fingerprint stored in the RCMP national fingerprint database. 
This could result in the disclosure of CIC client personal information to the law enforcement 
agency. There is a risk that disclosures of this type may not always be authorized. 


Analysis: Disclosures occurring from the above described scenario are authorized when the 
disclosure is related to a consistent use. The disclosure could be consistent t 


determination. There may also be instances a fingerprint mat 
because the biographic information associated with the finge 
was submitted by the law enforcement agency. In this s 
under the control of the law enforcement agency, CIC C 
information and potential misrepresent 
determination. This would represent ai 
risk 1s deemed negligible so long as CIC 


10, add depending on the information 
be collecting new criminal 


consistent use, an 
match is made toa 


, it is also very possible that the information has nothing to do with a 
| ndividual concerned, but instead relates to the identification of a witness, 


change in purpose from IRPA administration to criminal/law enforcement and is there oe not 
consistent use. 


In summary, the sharing of CIC client fingerprints and related biographic information with law 
enforcement agencies is generally within the provisions of consistent use. CIC has an interest to 
ensure that its clients are properly identified in law enforcement processes and that any relevant 
information affecting a client's admissibility (charges, arrests, criminal intelligence, conflicting 
identity information, criminal convictions) 1s brought to its attention. This necessitates the sharing 
of CIC client personal information. However, due to the variety of “non consistent use" scenarios 
specific to latent fingerprint matches, the privacy risk 1s deemed to be significant. 


Risk Mitigation: CIC will be proposing legislative and regulatory authorities authorizing the 
RCMP to use and disclose CIC client biometric information for law enforcement (secondary) 
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purposes. Once approved and in force, these authorities will mitigate the risks associated with 
disclosure of information resulting from latent fingerprint matches. These authorities are planned 
to be in place in 2013. 


In the meantime, CIC is currently reviewing its policy and practices with a view to establishing 
interim measures to address the risks related to disclosure of biometric and other personal 
information in cases of latent fingerprint matches. Once finalized, CIC will provide the OPC with 
its new policy instructions. 


2) Access to Biographic Personal Information of Temporary Resident Visa Applicants 


Issue: CIC provides the RCMP with biographical and other detailed personal background 
information (employment history, residence history, family etc) i In order for th RCMP to conduct 


Screening Division of CBSA on behalf of CIC. The check ks are on the a the NOP of consistent 
use. The RCMP retains the information in its national d se (PROS) for a period of 10 years. 


During this period, law enforcement 


relevant to the CI 
information is prov 


control or check on access to the RCMP database, there is no way to 
xchange i is appropriate and within the provisions of consistent use. This 


CIC is currently reviewing practices in relation to law enforcement access to CIC client biographic 
information held in the RCMP database. The review will examine potential imposition of controls 
and other safeguards towards ensuring consistent use of CIC screening information. The review 
will require internal and external consultations as well as an assessment of any operational 
implications. CIC anticipates a 6 month period to complete the review. Once finalized, CIC will 
provide the OPC with its new policy instructions. 
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6.2 Summary Table 


Meaning of Risk Levels: 

Low: There is a possibility that the risk will materialize but there are mitigating factors. 

Medium: There is a strong possibility that the risk will materialize 1f no corrective measures are taken. 
High: There is a near certainty that the risk will materialize if no corrective measures are taken. 


Nat f Level of Risks Mitisati 
Element aureo Comments MIAE 


Risks Mechanisms 


Latent Question of Legislative 
Fingerprint Consistent CIC is currently consulting on 
Matches to CIC | Use and interim measures. 
Clients Lawful 
Authority 


Law Question of 

Enforcement Consistent CIC is currently consulti Safeguards and 
Access to CIC Use interim measure | Controls on 
Biographical access 
information 
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